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Preface

by HENRIQUE FAULHABER

“Initiatives to improve cybersecurity and address digital
security threats should involve appropriate collaboration
among governments, private sector, civil society, academia
and technical community”

NETmundial Multistakeholder Statement, Sdo Paulo — 2014

Dear reader,

his publication aims at reporting the efforts of the

Brazilian Internet Steering Committee (CGLbr) and

several people and organizations on fighting spam

in Brazil since 2004. The unsolicited mass messages

that reach our e-mail boxes represent a challenge
faced by users, companies and by the entire access infrastructure
and Internet services value chain.

The Anti-Spam Working Commission (CT-Spam), created
within the scope of the Brazilian Internet Steering Committee
(CGLbr) in 2004, aimed at the creation of a national strategy to
address the problem of spam. Because spam is a major vehicle for
malicious code distribution and a serious threat to the security of
the Internet, CERT.br was akey player in the success of CT-Spam.

The importance of this publication is not just because it is a
documentary approach to the activities carried out over thelast 10
yearsin the combat of a particular problem. This reportis valuable
notonly for purposes related to the combat of SPAM; by unveiling
the process behind CT-SPAM, it also uncovers one of the main
tasks of CGLbr: the multistakeholder coordination of actors in
the development of a national Internet policy.

Many challenges still lie in the way of effective collaboration
in the field. Education and engagement of decentralized groups,
including governmental actors still go through obstacles.

Among them, the difficulty of understanding the complexity
of collaboration through various skills and of leaving behind en-



trenched management frameworks in favor of a multistakeholder
mode of engagement that can be more innovative and inclusive.
This work went far beyond removing Brazil from the top posi-
tions of global lists of spammers. Itis the result of acombination
of security, freedom and network governance dynamics and col-
laborative dialogue between different decision makers.

Henrique Faulhaber
Board Member at CGIL.br
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Introduction

Issuesrelated to communication networks security have assumed
criticalimportance on anational and international scale, while com-
munication and information technologies have become essential el-
ements for the attainment of rights such as freedom of expression
and the expansion of access, either in terms of public policies or as
intrinsic processes to various productive chains.

Given that networks significantly affect the Internet, and the
daily affairs of citizens, businesses, and government, different ac-
tors legitimately focus their efforts on ensuring network safety
and confidence. None the less, such issues exhibit different levels
of political, technical, regulatory, economic, and social complex-
ity. Part of this complexity derives from the very nature of the
Internet: regulatory choices, business, decisions and even legal
actions on net safety should always take into account the global
nature of the network, as well as considerations abo utits interop-
erability and the participation of different actors.

The majority of threats to network security has a systemic com-
plexity, involving different actors at the same time. Therefore, co-
operation between such different actors stands as the best effort for
detecting and mitigating the effects of these threats.

Such complexity is not different from threats posed by spam,
which, byin turn, also have peculiarities that do communicate, from
time to time, with the development of network security practices.

Fighting spam has been currently discussed in forums on In-
ternet governance and regulation for the past 15 years. Factors
leading to such a persistent theme are as varied as the ways to
investigate the problem, once efforts to discourage spamming can
be implemented through perspectives of technological, legal, po-
litical and social natures. The aim of this paper is to present the
coordinating work performed by the Brazilian Internet Steering
Committee (CGLbr) inaprojectknown as “Port 25 Management”
as asuccessful case study in which initiatives pointing to multis-
takeholder collaboration are referred to as the best strategy for
facing cyber security themes.

Various initiatives on the national and international level, as
well as in the international forums, advocate cooperation among
different actors as a means for combating outbreaks and mini-
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mizing threats. The Netherlands have the Dutch Cyber Security
Council, comprising 15 members from the government, scientif-
ic community, private sector, and industry. The Council acts by
itself or on behest of civil society or the government, and is re-
sponsible for implementing the Dutch Domestic Cyber Security
Strategy. In 2013, the Dutch Council published a best-practices
recommendation for a new cyber security strategy that praised
the importance of collaboration and coordination among actors
for the achievement of an efficient level of protection, information
exchange and response to security threats:
The advice specifically focused on the need for close cooper-
ation and coordination in the field of incident detection and
response. Only through active information sharing, timely
response and seamless collaboration can a secure digital en-
vironment be established".

In Japan, the Japanese Cyber Clean Center (CCC) counts on the
cooperation amongst government, the software industry and Inter-
net service providers in order to prevent infection of personal com-
puters by means of a structure organized by a steering committee
and dedicated study groups?.

On aninternationallevel, the Conficker Working Group (CWG)
was created as a coalition of net security researchers to combat
amalicious software known as “conficker”, which affected users
throughout the globe. This working group is acknowledged as a
globally unprecedented cooperation among organizations and
individuals from private and public sectors for combating a threat
to the security of global critical resources:

In an unprecedented act of coordination and collaboration,
the cyber security community, including Microsoft, ICANN,
domain registry operators, antivirus vendors, and academic
researchers organized to block the infected computers from
reaching the domains - aninformal group that was eventually

1 E. Van Den Heuvel, G.K. Baltink. “Coordination and Cooperation in Cyber Network
Defense: the Dutch Efforts to Prevent and Respond,” p. 122, available at <https://www.
ncsc.nlfenglish/current-topics/news/best-practices-in-computer-network-defense.html>,
accessed July 4, 2014.

2 Cyber Clean Center, available at <https://www.ccc.go.jp/en_ccc>, accessed July 4, 2014.
Translator's Note: the link was replaced by <https://www.telecom-isac.jp/ccc/en_index.
html>, accessed March 8th, 2017.
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dubbed the Conficker Working Group (CWG). They sought to
register and otherwise block domainsbefore the Conficker au-
thor, preventing the author fromupdating the botnet. Despite
afewerrors, that effort was very successful®.

In a similar manner, DNS-Changer Working Group (DCWG)
was created as an ad hoc group to remedy the effects of malicious
Rove Digital DNS servers. The botnet operated by this company
altered the parameters of the user’s DNS by connecting them to
malicious DNS servers in other countries, thus inducing users into
adangerous confidence game on the net that invited them to take
partin a special survey. This group involved the coordination of
the followinginstitutions: Georgia Tech, Internet Systems Consor-
tium, Mandiant, National Cyber-Forensics and Training Alliance,
Neustar, Spamhouse, Team Cymru, Trend Micro, and the Univer-
sity of Alabama at Birmingham. All these teams collaborated with
the United States FBI, National Computer Emergency Response
Teams (CERTSs) and connection providers.

Accordingly, the work performed by CERT.br and by CGL.br,
through the action of its Anti-spam Working Group, is acknowl-
edged as one of the successful global initiatives of collaboration
and multistakeholder coordination for the promotion of cyber
security issues. Over a period of 20 years, Brazil has been devel-
oping a multistakeholder model for Internet governance guided
by the work of CGLbr Internet. As one of the groups maintained by
the Brazilian Network Information Center (NIC.br), a non-profit
entity in charge of implementing CGI.br decisions and projects,
CERT.br holds coordination as one of the essential elements of
its security work and of its response to incidents on the Internet
in Brazil, along with communication with and support for the
Brazilian community regarding trends and threats.

Studying and documenting the Port 25 Management initiative
on the Brazilian net aims, firstly, to demonstrate, based upon a
well-established case, the development of the country’s Internet
policies in the last 25 years.

Furthermore, this paper points to the importance of collabora-

3 “Conficker Working Group: Lessons Learned," available at <http://www.
confickerworkinggroup.org/wikifuploads Conficker Working Group Lessons Learned 17_
June 2010 final.pdf>, accessed July 4, 2014.
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tion and coordination among stakeholders as a pressing element
for implementing security policies and establishing confidence
on the Internet. By converging experience of dozens of telecom-
munication companies, thousands of ISPs, and representatives of
civil society and academic communities, as well as that of CGLbr
technicians, port 25 management process was an ample exchange
of knowledge. The wide-ranging discussion promoted by CGL.br
was especially important to make the process effective, in that
it demanded, first of all, that e-mail providers transmit e-mail
messages through a different port, migrating at least 90% of the
users of different companies before the ISPs could block outgo-
ing traffic from port 25. Because collaboration and coordination
amongst actors constitute the main axis of this study, their tes-
timonials provide us with a primary source of narratives about
thisinitiative. Beyond any theoretical pragmatism regarding the
multistakeholder aspect of the Internet policies, this study focus-
esboth on the experience and collaboration of these actors in the
specific process of managing port 25.

Coordinating port 25 management team was a task assumed by
the Brazilian Internet Steering Committee (CGLbr), amultistake-
holder organism created in 1995* as the result of an inter-minis-
terial initiative to discuss topics related to Internet policy in the
country. In 2004, a special working group was created within the
CGL.br to work specifically on spam. The group was an initiative
of a steering committee member, Henrique Faulhaber, and was
known as the Anti-Spam Task Force (CT-Spam). Therefore, the
first part of this paper brings a brief account of the activities per-
formed by this working group within CGI.br. CT-Spam activities
reflect the distinctive number of solutions that a network security
problem might involve: legal and regulatory requirements, busi-
ness activities, and user education.

The second part deals with the management of port 25 itself, while
thethird exhibits thelegal and regulatoryissues that emerged during
the process. The fourth and final part examines the coordination
activity based on the history of Brazilian telecommunication and
Internetservicesregulation. At this point, the reader will be provided

4 CGl.br history can be seen in <http://cgi.br/historicos/#1995>, accessed June 02,

2014.
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with abriefpresentation on Brazilian telecommunication regulato-
rymodel, as well as with the multistakeholder Internet governance
model developed by Brazil over the past 25 years.

This paper will briefly narrate Brazil’s regulatory choices since
the process of privatization of its economy, which began in the
1990s,and wasreflected in the development of Internet governance
in the country’s Internet. Therefore, this paper proves that effec-
tive solutions for Internet policies derive from the collaboration
of different actors: telecom and Internet applications providers,
technical organisms, academic and governmental groups, civil
society entities, and consumer advocates. This report does not in-
tend to deal with theoretical focus on the increasing global debates
regarding multistakeholder solutions. However, it is intended to
exhibit the perspectives of actors who have engaged in a successful
decentralized, multi-participatory and voluntary process.

Brazil, “The King of Spam”

In 2009, Brazil topped the Composite Blocking List ranking of
nations from which most spam originated, and was dubbed “The
King of Spam” by international media. Thelist,updated on adaily
basis, currently ranks Brazil in 25th position®. Brazil’s success
is the fruit of eight years of anti-spam policy implementation by
the Brazilian Internet Steering Committee (CGIL.br) and its An-
ti-Spam Task Force, CT-Spam®. CT-Spam was founded as much
to design a national strategy against the abuse of the network by
spammers as it was to articulate measures for fighting spam with
the various stakeholders involved.

The major motivating agent for CT-Spam was the reputation of
the Brazilian network. There had been extreme cases in which en-
tire blocks of Brazilian IPs were blocked for incoming trafficin other

5 Composite Blocking List,available at <http://cbl.abuseat.org/country.html>,
accessed October 12, 2013.

6 CGl.br, “Comissdes de Trabalho - Antispam” (Anti-Spam Task Force) Available at
<http://www.cgi.br/pagina/comissoes-de trabalho-antispam/121#a4>, accessed May 5,
2014. The first meeting of CT-Spam was held on January 14, 2005 to define the group's
agenda and begin work.
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countries exclusively because of their nationality”.

The abuse of the Internet structure by spammers and the need of
asolution were observed, once the risks of inaction would be directly
experienced by the consumer, including: (i) a substandard perfor-
mance of thebandwidth purchased by the consumer; (ii) consumers
placement onblacklists, rendering impossible the full enjoyment of
his freedom on the Internet and, in extreme cases, leading to limits
on his freedom of expression; (iii) technical support costs unnec-
essarily dumped on the affected consumer; and (iv) a substandard
performance of global communication services, in that the spam
message is international in scope®.

CT-Spam has worked as much to promote awareness amongst
sectors involved as a role they had to play in the implementation of
these policies, as well as to promote education for building aware-
ness amongst consumers about the safe and efficient use of Internet
services. These tasks, among others, make the work of CT-Spam a
crucial and important leading case of the CGLbr multistakeholder
model that has achieved ample international success and become a
guiding theme in the history of the Internet in Brazil.

“Port 25 Management” became the most effective technology and
policy for such purposes. Port 25 management was “the name giv-
en to an assortment of policies and technologies implanted in final
user networks and domestic subscriber networks which sought to
separate (1) the functionalities of message submission from (2) the
functionality of message transportation between servers.”

The extensive time it took to execute Port 25 management shows
thatitwasnotrivial matter, whether for technical reasons - not even
the corporate technicians were aware of the consequences orimpact

7 This perspective was pointed to mainly by Rubens Kuhl, Eduardo Parajo,
Klaus Jessen and CristineHoepers in various interviews conceded to the
Project Memories of Combating Spam in Brazil.

8 MAAWG, "MAAWG Recommendation”: Managing Port 25 for Residential
or Dynamical IP Space Benefits of Adoption and Risks of Inaction, available at
<http://www.maawg.org/sites/maawg/files/news/MAAWG Port25rec0511 .pdf>,
accessed October 12, 2013.

9 C. Hoepers, K. Steding-Jessen. Geréncia de Porta 25: Motivacao, Importancia da
Adogao para o Combate ao Spam eDiscussdes no Brasil e no Mundo (Port 25
Management: Motivation, Importance of Adoption for Spam Combat, and Discussions in
Brazil and in the World), 2009, available at <http://www.cert.br/docs/ct-spam/ct-spam-
gerencia-porta-25.pdf>, accessed October 12, 2013.
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of the measure - or for regulatory and legal reasons. A number of
often conflicting interests had to be coordinated in the name of a
successful result for the common good. In this manner, issues such
asuserprotection and contractual guarantees emerged asarguments
that complicated, and therefore delayed, the process.

The implementation of such measure was also impacted, though
indirectly, by discussions over the Marco Civil da Internet do Bra-
sil (Brazilian Civil Rights Framework for the Internet, termed the
“MCI”), recently enacted as Law 12,965/2014. This lawwas the result
of aconsultation carried out by the Ministry of Justice, by means of
a special web portal, between 2009 and 2010 and submitted to the
National Congressinits final formin 2011. Among the central themes
of the Marco Civil, the principle of net neutrality principle overlaps
slightly the method of port 25 management.

Methodology of the present study

CT-Spam coordinator Henrique Faulhaber stated,inapreliminary
interview for this paper, that beyond the technical importance of the
port 25 management project, which was acknowledged by national
and international experts, the implementation of such management
in Brazil was due to the individual role of each of the actors involved.
Had such actors not been united in acommon will, perhaps port 25
management might not have been so efficiently adopted™.

The main source of this paper was the testimony of these actors,
once it enabled us to document the process by providing an under-
standing of the differentways actors and groupsinteracted,and by re-
vealing the impact of individual actions and theirworking strategies.
In addition, this methodology provides insight into how persons or
groups elaborate and perform a given experiment, includinglearning
and strategic decision-making situations".

Thiswork aims, therefore, to offer amemoir of the combat against
spamin Brazil, by means of port 25 management. The perspective
isthatofahistorical documentation that will form alegacy not only

10 Henrique Faulhaber in an interview conceded to the project “Documenting Port 25
Management” on September 17, 2013.

11 V. Alberti. Ouvir contar: textos em Histdria Oral (Hear Tell: Texts on Oral History).
Rio de Janeiro: Editora FGV, 2004.
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of a paradigmatic case and an international example, but also to
contribute to the historical records of Internet development in the
country. By doing so, we can preserve details of the process that
would otherwise be impossible to derive from documents, such as
individual points of view and personal efforts of each actorinvolved,
which should yield intense, rich research material for present and
future generations of the Brazilian Internet historians.

Interviews were performed with actors representing the main
sectors of the Internet: the government, civil society, the private
sector and academia. Reports allowed us to clarify not only ef-
forts to negotiate strategic decision-making, but also legal and
regulatory issues faced by individuals in a context that lacked
dedicated legislation and that would also touch upon funda-
mental rights such as privacy, freedom of expression, consumer
protection, and competition.

The first part of this work presents a brief history of actions lead-
ing to the implementation of port 25 management. Identification of
the problem, the first approaches to a solution, and strategic deci-
sion-makingprocessesregardingblockage of port 25 are highlighted.
Effective political,legal, and regulatory elements arediscussed in the
second part, derived from the collection of interviews.
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10 Brief history of CT-Spam war on spam
CT-Spamis the Anti-Spam Task Force of the
Brazilian Internet Steering Committee (CGl.br)

As it will be explained in greater detail in the second part of
thiswork, the Brazilian Steering Committee (CGL.br) is an agency
that deals with Internet governance in Brazil. One of the major
effects of its creation was to ensure a multistakeholder charac-
ter to the governance and structure of the Internet, that is, to
domain names and IP addresses, by separating its attributions
from those usually assigned to governmental regulation of the
telecommunication sector.

With the evolution of discussions about Internet governance,
particularly in the World Summit on the Information Society in
2004, preexistinginternal demands advocated that CGIL.br should
deal with other layers of Internet governance rather than those
of amerely structural nature’.

CGIL.br Anti-Spam Task Force (CT-Spam) was created in
2005 as an initiative to deepen CGIL.br role beyond network in-
frastructure management. An initiative of CGL.br board mem-
ber Henrique Faulhaber, the combat against spam began as a
response to the flagrant problems spam represented: In 2005,
90% of e-mail messages were unsolicited, consisting of so-called
spam®. Besides harassing users, the abuse of the Brazilian net-
work affected not only its international credibility, but also the
performance of its telecommunication operators and Internet
Service Providers (ISPs), and urgently needed to be addressed.
Inexperienced customers’ use of their contracted broadband
was impaired and, in some cases, financial losses could result
from messages with fraudulent content.

12 Henrique Faulhaber in an interview conceded to the project “Memories
of Combating Spam in Brazil” on January 17, 2014.

13 zApproximate estimate revealed by Henrique Faulhaber in an interview conceded
to the project “Memories of Combating Spam in Brazil” on January 17, 2014.
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Much effort has been employed to define the term “spam” in
such away as to encourage combating it*.

CERT.br safety tips list advocates the unsolicited nature of a
message as the fundamental element for defining spam. According
to this list, spam is “a term used to refer to unsolicited e-mails
generally sent to alarge number of people. When such messages
exhibit exclusively commercial content, they are also known as
an Unsolicited Commercial EMail (UCE).”*5

Thus, definitions — normative or not - of this term are based
on subjective aspects due to the usefulness or convenience of
the message for the consumer. In addition, the presence of such
messages can be amplified by means of other forms of electronic
messages such as SMS, IM or messages on social networks. Since
subjectivity makesitharder to determine common denominators,
CT-Spam carried on a study on the regulatory aspects of spam,

14 The term “SPAM" itself is an American brand of processed, canned meat, manufactured
by Hormel Foods. How it came to be used in a computer silence context is uncertain and
the subject of curiosity. Many believe the term was coined primarily by the celebrated
comedy team Monty Python in a skit from the 1970s, which takes place in a bar in which
all the available dishes are prepared with canned meat: the spam. While some costumers
try to decide on what to order a group of Vikings is chanting the phrase “Spam” to
exhaustion, causing general embarrassment. In information systems, the controversy
is even more acute, but that it applies to the sending of unsolicited messages to
addressees on a mass scale, independent of the term. According to information from the
antispam.br web site: “The controversy over the official date of birth of the expression
is March 5, 1994" On that day, two attorneys, Canter and Siegel, sent a message
about a lottery of American “green cards” to a discussion group on Usenet. The act of
sending the message was to advertise services that had nothing to do with the subject
matter of the group and angered many participants. Despite this, the worst intrusion
came on April 12, 1994, when the lawyers sent the same message simultaneously to
members of a variety of message boards on Usenet. A program capable of automating
the sending of e-mail was used to distribute the advertising on a broad scale. Reactions
were immediate and universally negative. The messages were deemed a violation of
“Netiquette” - a list of good manners for network users. The large amount of messages
that have been exchanged compromised the performance of the network and that has
caused the well known side effects of spam. These historic messages can be found
at WebArchive.org: <http://web.archive.org/web/20011214024742/math-www.
uni-paderborn.de/~axel/BL/CS94121 1. txt>. During the inflamed discussion of events,
someone brought up the term spam, recalling a scene from Monty Python, the British TV
Program"”.. To learn more, access<http://antispam.br/historia/>.

15 CERT.br, “Cartilha de Seguranca para Internet” (A Spam Primer): 5.

Spam: <http://cartilha.cert.br/spam/>; accessed March 8, 2014
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establishing some basic criteria for its classification,'® such as:

(@) itscommercial character;

(i) its massdistribution;

(iii) its uniformity of content; and

(iv) thefactthatithasnotbeen solicited by the addressee.

Over the years, CT-Spam has devised a number of solutions
that have helped reverse Brazil’s position as one of the countries
in the world where most spam was sent from. From educational
awareness campaigns for individual users and companies, to the
production of the above mentioned study; from the creation of a
website which became areference on spam to a stimulus encour-
aging self-regulation, there are numerous CT-Spam activities
that could be analyzed.

Since this study focuses on port 25 management, these initia-
tives will be only briefly touched upon, where pertinent, in order
to demonstrate that the implementation of port 25 was not an iso-
lated activity, but rather an additional step in a series of CT-Spam
efforts to attack the problem of mass e-mailing originating from
Brazil. Likewise, we point out how these activities relate to one
another and differ from the challenges faced by the development
of port 25 management.

Email Marketing Self-regulatory Code

One of the activities CT-Spam encouraged was the creation of
anemail marketing self-regulatory code. This initiative emerged
from the working group’s perception that besides proposing leg-
islation toregulate the subject, it would be necessary to establish
standards to guide companies that use e-mails as commercial
vehicles for their products and services. As former CGL.br mem-
ber Jaime Wagner said:

I always say that there are several kinds of spam. One is a
“bandit” spam, that was being foughtOOvia port 25 manage-
ment; the otherisa“naive” spam, dressed up as marketing.

16 CGl.br - D. Doneda, R. Lemos,C.A. Souza, C. Rossini..Estudo sobre a Regulamentagao
Juridica do Spam no Brasil (A Study of the Legal Regulation of Spam in Brazil),
April 2007. Available at <http://www.cgi.br/media/comissoes/ct-spam-
EstudoSpamCGIFGVversaofinal.pdf>, accessed on October 12, 2013..
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Thatis the guywho buys adatabase and sends out messages
to everyone, with the best of intentions and hope for better
sales. That’s the case of several small businesses that see
this as cheap marketing. They have a legitimate premise,
but end up as spammers"’.

The aim ofemail marketing self-regulation was indeed to prevent
alegitimate commercial activity, sending advertisements to con-
sumers, from getting inappropriately caught upin a general attack
on spam, given that such practices, in many respects, exhibit the
subjective characteristics of a spam, as it will be discussed below.

On the front lines of the combat against spam, former board
member Jaime Wagner was responsible for coordinating the ac-
tors involved in the email marketing chain. The differences of
coordination amongst actors in an email marketing self-regula-
tion and those demanded by port 25 management depend upon
technological advances and detachment from the consumer.

Thatis to say, email marketing self-regulation is an activity only
undertaken by actors who use the Internet as a platform for deliver-
ing products or services;i.e., publicity for a given product or service.
Besides, customers clearly notice the convenience and usefulness
ofthe product and can, almost automatically, identify the source of
the problem - the supplier. Port 25 management coordinating ef-
forts, on one hand, are molded by the management of net resources
and those of the various agents responsible for providing Internet
services. In this case, consumers may not have a clear perception
of the problem, nor realize who is responsible for service failure.

The antispam.br web site

CT-Spam set out to fight spam by acting on various fronts. In
order to promote education for final users and for providers and
telecom operators, antispam.br web site was created to publicize
defense tips and general information about spam for final users,
network administrators, and communication operators. As a
product of the Anti-spam Working Group, the site is still import-
antto port 25 blockage, in that it represents alegacy of consumer

17 Jaime Wagner in an interview conceded to the project “Memories of Combating
Spam in Brazil” on March 11, 2014.
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information and education on basic rights according to relevant
consumer protection regulations’®.
As Henrique Falhauber stresses:
“Itwas the antispam.brsite that supported all this awareness
inregard to the spam problem. Spam has not gone away; we
have left the list of top spam producing nations, but spam
is still a problem. And it is still a problem in other media:
social networks, SMS. And so this task of educating, raising
awareness, and alerting usersis of utmostimportance, itisa
byproductthatisstill out there. We have campaigned tomake
the siteknown and ithasbecome areference thatended up as
agreathelp to theimplementation of port 25 management.”
Therefore, the relationship between the antispam.br site and
port 25 management points to the need of coordinating activities
of acomplex technological nature, such as the management itself
is complex, to the development of an informational platform that
can offer the public the information needed to ensure the best re-
sults for their activities. In this way, the anti-spam web site seems
to have worked not only as a tool that stressed the importance of
port 25 management, but also as a means of recruiting and edu-
cating a diverse group of actors.

The Anti-spam Bill

CT-Spam promoted a comparative study of anti-spam laws from
around the world, and analyzed the bills still under discussionin
the Brazilian national congress regarding their criminal aspects.
At the close of this study, a bill draft was presented. This study,
elaborated by Ronaldo Lemos, Danilo Doneda, Carlos Affonso
Pereira de Souza and Carolina Rossini, was, in 2007, one of the

18 Federative Republic of Brazil, Consumer Defense Code, Article 6: “The basic rights
of consumers are:(...)
II - education and general information about the proper consumption of products and
services, ensuring freedom of choice and equality in hiring;
Il - clear, adequate information about different products and services, correctly
specifying the quantity, characteristics, composition, quality, tax liability and price, as
well as eventual risks (...)" Brazil, Law 8,078; Sept. 09, 1990.

19 Henrique Faulhaber in an interview conceded to the project “Memories of Combating
Spam in Brazil” on January 17, 2014.
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first investigations on legal and regulatory challenges to be faced
while implementing an effective anti-spam policy in the country®°.

The study proposed the following criteria® for a legislative tech-
nique for fighting spam:

1.Adoption of the “opt-in” system as amodel for the qualification
of electronic messages on the Internet — then, spam messag-
ing will not be legitimate as a means of communicating with
consumers on the Internet. Before sending advertisements, a
previous commercial relationisrequired, so consumers can opt
whether they wish to receive advertisements from that supplier.
The establishment of a legitimate moment for such messag-
es also allows technological neutrality in regard to the media
through which advertisements can be sent: electronic mail, cell
phones, and other forms of electronic communication;

2. Possibility of invoking a collective protection of rights to
combat spam based on its diffuse harmful character;

3. Explicit definition of parameters for damage assessment by
judges in lawsuits regarding spam. Given the subjective defi-
nitions and difficulties in valuing damages after establishing
responsibilities, the bill draft sought to include mechanisms
toaid judges decide how to consider damage when facing tech-
nical situations;

4. Redefining criminal misrepresentation in order to include
messages sent over digital or analogue networks aiming to
obtain economic advantage or to cause harm.

The work did notintend to criminalize the act of sending advertise-
ment to consumers. Rather, it sought to develop legitimate, compatible
criteriaregarding consumers’ rights and economic development. This
project subsidized former CGLbr board member Jaime Wagner in a
2009 project to develop an advertisement mailing code of conduct,
as mentioned above. Consequently, email marketing self-regulation
legitimates this form of communication with consumers, creating
limits concerning customers’ privacy and convenience.

20 D. Doneda, R. Lemos, C. Rossini, C.A Souza..Estudos sobre a Regulamentagéo
Juridica do Spam no Brasil (A Study of the Legal Regulation of Spam in Brazil), April 2007.
Available at <http://www.cgi.br/media/comissoes/ct-spam-EstudoSpamCGIFGVversaofinal.
pdf>, accessed on October 12, 2013.

21 Ibidem, p. 62.
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Direct publicity suppliers were unbending and critical regard-
ing the regulation that was being drafted by CT-Spam. That being
said,, suppliers and providers were invited into the debate in order
tomake a consensus possible through a proposal from their sector
that would not impair their businesses and also comply with stan-
dards for consumers’ rights.

Then we created a way to deal with the problem that didn’t
depend on legislation, but rather on a consensus among the
actors involved in this activity. Instead of seeking to define
what spam s, as legislators were doing, we chose to define what
would legitimate email marketing be and everything that was
out would be affected by the law that would eventually pass.
Just because trying to define spam is very complicated.”*?

Itis important to recognize how port 25 managementrelates to
the activities so far mentioned, since it represents a coordination
effort that is closely involved in a sequence of activities in other
areas, either related to legal and legislative techniques or to the
coordination of different sectors. This is not the moment to elicit
any debate on the eventual preponderance of legal over techno-
logical criteria or vice-versa; however, to appreciate the mosaic of
the activities carried out by CT-Spam, it is relevant to notice how
evident is the multidisciplinary character of measures from both
legal and technological points of view.

Even though Port 25 management may seem a more technological
matter, issues of alegal nature notably imposed themselves for con-
sideration as relevant elements in its implementation. Contractual
aspects and consumers’ defense are but a few of such issues. On the
other hand, the understanding of CT-Spam and its previous work
on activities of a legal nature to combat spam helps to illustrate its
multidisciplinary character.

Honeypots and Spampots
Since 2003, CERT.br (Brazilian National Computer Emergency

Response Team), maintained by CGLbr, has been running a project
known as Distributed Honeypots, whose task is to furnish metrics

22 Jaime Wagner in an interview conceded to the project “Memories of Combating
Spam in Brazil” on March 11,2013.
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and information about abuse in networks based on inputs from 50
machines spread all across the Brazilian network. Using machines
that simulate certain operating systems and computer services, the
system can identify how these machines could be abused, i.e. by de-
tecting attempts to disclose passwords?®.

Based on the use of this technique to develop metrics on net abus-
es, the SpamPots program - a kind of honeypot specifically dedi-
cated to analyze abuses by spammers - was created in 2006%*. Ten
honeypots were installed. That is: ten computers were configured to
simulate those of real residential computers, vulnerable to abuses.

Volunteers to measure bandwidth

For the perspective of a center dedicated to security incidents,
the spam problem was an issue of great interest. More than merely
exhibiting unsolicited content, spam is, above all, an abuse of the
Brazilian Internet structure.

With the help of ten volunteers, five of whom were CGILbr board
members, and all using one of the five main Brazilian Internet pro-
viders, sensors were installed in their homes. In addition to capturing
spam, the sensors also detected broadband stability and low quality.
Spammers consumed so much bandwidth by their uploading that
even CERT.br servers were unable to collect data®®.

Spammers scan the entire network searching for open ports and
proxies from which they run various tests to determine whether such
computer is fit to carry out certain actions as forwarding network
traffic. In such case, the honeypots would issue a positive response
to spammersin order to make them believe their action was deemed
valid, and then they would start sending spam to these honeypots.

Over the course of 466 days, 524,585,779 e-mails were collect-
ed, originated from 165 different countries and destined for more
than four billion users. Brazil was not even among the two main
final addresses of such e-mails: Taiwan and China. A study by the

23 CERT.br. “Distributed Honeypots Project’, available at <http://honeytarg.cert.br/honeypots/
index-po.html>, accessed October 12, 2013

24 CERT.br. “SpamPot Project’, available at <http://honeytarg.cert.br/spampots/>,
accessed October 12, 2013.

25 Cristine Hoepers and Klaus Steding-Jessen in an interview conceded to the project
“Memories of Combating Spam in Brazil” on September 25, 2013.
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University of Minas Gerais (UFMG), commissioned by CT-Spam,
showed that 90% of the spam collected as having been originated
in Brazil had Chinese content?°.

It was then concluded that spammers and spam were not Brazil-
ian; machines of Brazilian users were being systematically abused by
international spammers, which was impairing the user’s enjoyment
of services and their connection experience®’.

The development of metrics devised by members of CERT.br,
mainly by Klaus Steding-Jessen and Cristine Hoepers, with the
support of former CGLbr board member Marcelo Fernandes, was
crucial to convincing actors who often mistakenly regarded num-
bers and data on spam as a result of manipulation by the software
industry and its antivirus and anti-spam software sect.

Based on the above-mentioned experiences, a decision was made
to move forward with the Port 25 Management program, considered
the most efficient way of altering the situation in which the country
could be found in spam blacklists. The topic below describes how
this activity took place.

26 Cristine Hoepers and Klaus Steding-Jessen in an interview conceded to the project
“Memories of Combating Spam in Brazil” on September 25, 2013

27 NIC br. Taiwan e China lideram ataques de spams aoBrasil (Taiwan and China are leading
spam attacks on Brazil ), available at <http://nic.br/noticia/na-midia/taiwan-e-china-lideram-
ataques-de-spams-ao-brasil/>, accessed October 12, 2013. According to the press release
publicizing the SpamPots initiative, released to the public on July 11, 2007: “The list of the
ten countries that most abuse Brazil, according to preliminary results, is topped by Taiwan,
from which 281,601,310 e-mails were captured, or 76% of all occurrences. China came
in second with 58,912.303 e-mails, representing 16% of the volume collected. The U.S.,
Canada, Korea, Japan, Hong Kong, Germany, Brazil and Panama are the others who appear
on the list, and together account for less than 8% of the activity."
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2 @ Port 25 management

Port 25 is the standard TCP/IP protocol port used for sending
e-mails among servers that use SMTP - Simple Mail Transfer
Protocol. Port 25 is implemented by alogical connection for data
transmission. A physical port that transmits data, for example, is
the slot of a user application that is connected to anetwork cable.
As Rubens Kuhl explains:

“Port 25 is used for communication amongst mail servers
on the Internet. When users submit e-mails over the Inter-
net, they don’t need to use port 25. Only after the message
is submitted to the server is that the server uses port 25 to
deliver it to the server of the addressee.”®

Port 25, as such an “open road,”®?was subject to to all sorts of
abuse. In this context, “abuse” consisted in the use of machines
belonging to Brazilian users, without their awareness, to send un-
solicited, anonymous e-mails from foreign senders, and in massive
amounts, to users the world over.

In Brazil, the Principles of Internet Governance and Use®° state
that the network mustbe free, open and immune. That said, lim-
iting the use of open functionalities must not only be justified in
technical terms, but also by the objective identification of an abuse
that limits the use of the network, its adequate functioning and
its users’ free enjoyment. As Demi Getschko explains:

“We didn’t know whether there was abuse or not, so we
did some research on what was happening with Brazilian
spam. (...) The e-mail hit the machine and was forwarded
to many, depending on the list of addressees in that e-mail
box, and was sent back there. We saw that the e-mail was

28 Rubens Kuhlin an interview conceded to the project “Memories of Combating
Spam in Brazil” on January 17, 2014.

29 Demi Getschko in an interview conceded to the project “Memories of Combating
Spam in Brazil” on September 25, 2013.

30 CGl.br. Resolution CGl.br/RES/2009/003/P: Principios para a Governanga e Uso
da Internet no Brasil, (Principles for the Governance and Use of the Internet in Brazil)
available at <http://www.cgi.br/regulamentacao/resolucao2009-003.htm>, accessed
on October 12, 2013.
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notnational - ithad no national origin, no national destiny;
we were functioning as a mere reflector, and so the simplest
procedure would be to change that port for another with
password protection.”

The SpamPots program proved the existence of abuses, while
CERT.bridentified the best technologies and policies to deal with
them. It was up to CT-Spam to try to reverse this situation with
its Port 25 Management program. This initiative marked the
committee work and represented an important leading case for
the Internetin Brazil in terms of multistakeholder coordination.

As CERT.br technical director Klaus StedingJessen, one of the
engineers responsible for the implementation of the SpamPots said:

“(...) something that became crystal clear was that, while
various proxy ports were being abused, the objective of the
attack was always the same: to get to port 25; this was what
the spammer wanted. He would break in using malware
or leveraging the misconfiguration of the user’s e-mail ad-
dress; he would try everything, but they all had the same
destination: port 25. There he would find an e-mail server
from which he could spam. And this was sort of abombastic
result for us to show: managing port 25 would be devastat-
ing for this hack.

In the beginning, some operators said it was better to
block incoming connections destined to the proxy, and we
discouraged them by saying, “Look, I had 30 today!” And
sometimes, the malware can be installed in any machine,
but its destination has to be port 25 so it can interact with
ane-mail server on this port, which is the SMTP standard.”

(See Klaus Steding-Jessen Interview>?)

Blockage of port 25 by residential users already was recom-
mended by IETF (Internet Engineering Task Force) - an inter-
national organization responsible for formulating standards for
various functioning aspects of the net through RFCs (Request
for Comments). Though voluntary, these RFCs are acknowl-

31 Demi Getschko in an interview conceded to the project “Memories of Combating
Spam in Brazil” on September 25, 2013.

32 Klaus Stending - Jessen in an interview conceded to the project “Memories
of Combating Spam in Brazil” on September 25, 2013.
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edged by the whole international community as standards for
network functioning, once they are formulated by consensus
among participating agents.

The RFCregarding the submission of e-mail messages®*recom-
mended a division between tasks of submitting and transferring
e-mails as the best technique for network effective management,
and identified its main benefits: (i) adecrease in massive unsolic-
ited e-mail traffic; and (ii) the inclusion of security and privacy
aspects as requirements for certification:

Implement security policies and guard against unautho-
rized mail relaying or injection of unsolicited bulk mail.
Implement authenticated submission, including off-site
submission by authorized users such as travelers.
Separate the relevant software code differences, thereby
making each code base more straightforward and allowing
for different programs for relay and submission.

Detect configuration problems with a site’s mail clients.
Provide abasis for adding enhanced submission services.

Simply put, it maybe said that all e-mail services serve twomain
functions: (i) submission, which involves the sending of a message
by the e-mail client to the e-mail server; and (ii) transport, that
is, the actions of an e-mail server communicating with anotherin
order to deliver the message sent. Port 25 Management, therefore,
represents a clear distinction between the two functions.

Once Port 25 Management was implemented, and based on the
ability to distinguish between the twobasic functions of an e-mail,
the resident user could only send e-mails indirectly through an
e-mail server and not directly to other users, since the transport
activity must now be handled by dedicated e-mail servers.

Thus, submissions to port 25 are blocked for residential us-
ers and are performed by an exclusive, dedicated port, 587/TCP,
which requires authentication, leaving all transport typical of
port 25 open only to authorized entities. Port 25 management
offers acontrol on and elicits aresponsibility from residential net-
work users which is not manifest through legal codes, but rather
by the architecture of the network.

33 IETF, RFC 6409, November 2011. Available at <http://tools.ietf.org/html/rfc6409>,
accessed March 14, 2014.
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In charge of the technical aspect of network management,
CT-Spam moved closer to technically qualified people in order
to effectively block port 25 and migrate users to port 587: tele-
communication operators that provide Internet connection ser-
vices and major e-mail providers. As Cristine Hoepers and Klaus
Steding-Jessen explain:

“It was a technical measure, but in general not complex at
all. Today they (multimedia communication services op-
erators) implement various filters in their structures; we
have attended several meetings.

As we see it, maybe in general, there are several good net-
working practices that they adopt and we guessed it was
the same implementation of a good practice: to stop home
users machines from getting infected and sending spam.
We believed that half a dozen meetings with a more tech-
nically aligned group - who would see that as a waste of
networking, a bandwidth waste: what was bad for them -
would make them join the initiative, would make them turn
the key. But the opposite happened, even when we talked to
people from a technical background.”*

Coordination of technical stakeholders alone did not yield the
results CT-Spam hoped for. A certain reluctance was noticed
mainly amongst actors regulated by telecommunication rules,
such as multimedia communication services providers,* even
though it was an internationally accepted technical implemen-
tation, with its own dedicated RFC on file with the IETF. This led
some CGI.br actors who were responsible for the coordination to
suggest the recruitment of media executives instead of techni-
cians to negotiate port 25 management.

In 2009, as a result either of the unsuccessful initial discus-

34 Cristine Hoepers and Klaus Steding-Jessen in an interview conceded to the
project “Memories of Combating Spam in Brazil” on September 25, 2013.

35 "Multimedia Communication Service" is the term used by ANATEL, the national
telecommunication agency, to designate the provision of service which “promises
capacity needed to transmit, emit and receive multimedia information, including the
provision of an Internet connection,” according to Article 3 of ANATEL Resolution
614/2013. The relationship between multimedia content, which is a telecommunication
service, and Internet connectivity, which is a value-added service, will be explained in
more detail in Chapter 4.
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sions and technical recommendations, Brazil was given the title
“The King of Spam” by the international press, since at the time
it topped the list in various global blacklists of spam sources®®.
Though the solution for this problem had already been identified,
this was now a pressing need, which ended up allowing CT-Spam
to move forward with its activities.

Againin 2009, two other relevant events occurred to favor CT-
Spam. At CGLbr, the representative of the telecom operators, who
at the time was a specialist in pay TV, was voted out in favor of
Eduardo Levy, who immediately began discussions with the mul-
timedia communication services operators.

Still in 2009, debate began in Congress over the bill that would
become Law No.12,965/2014, known as the Marco Civil (Brazilian
Civil Rights Framework for the Internet). Among other provisions,
thislaw contained an article dedicated to regulate net neutralityin
the country. It implied the participation of companies’ attorneys
inthe debate to elucidate doubts concerning net neutrality and the
way it would relate to port 25 management activities.

Sitting down with representatives of various sectors in CT-
Spam meetings was a natural activity for the CGL.br, something
intrinsic to its manner of operation . Management of network re-
sources, as fighting spam had proved, requires a multistakeholder
approach. The creation of sound and effective solutions depends
on cooperation between key actors, with the critical knowledge
and the competencies necessary to operate the measure.

In port 25 management implementation, the separation of
message submission from message transportation required a
negotiated arrangement amongst the telecom operators; multi-

36 Responsible for the sending of 7.7 trillion spams, according to a report in Forbes
magazine, with information from Cisco. “Brazil's spam boom is no mystery. The country,
says Cisco security researcher Patrick Peterson, is suffering the same junk mail epidemic
that other fast-growing nations have experienced as they plug into the Internet. (...)
Neither Brazil nor India is directly responsible for the flood of spam that has emanated
from the two countries as their digital economies come online. Both nations are likely
being exploited by global cybercriminals who see cheap domains and large numbers of
unprotected PCs as an opportunity to funnel junk mail around the world"FORBES. Brazil:
The New Spam King, available at <http://www.forbes.com/2009/12/08/spam-china-
cisco-technology-cio-network-brazil.ntml>, accessed October 4, 2013.
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mediacommunication services®” (broadband Internet) providers;
and Internet Services Providers (ISPs) (specifically web hosting
and e-mail providers).Also involved in the arrangement were
ANATELL the regulator of telecom operators; the Ministry of
Justice, through the Department of Protection and Defense of
the Consumer (DPDC, in its Portuguese acronym); and civil so-
ciety groups representing the national consumer defense system.
We should also mention the work of the technical sector in the
preliminary data collection and the researchers experienced in
construction of metrics, who proved enlightened and informative
throughout the process.

Despite the apparent simplicity of technical issues for the tech-
nicians involved, especially given their international experience
in setting up autonomous solutions for e-mail service providers,
the Brazilian reality made solutions more complex. SCM telecom
operators, the first actors approached by CT-Spam, had no control
over, e.g, how many of their customers used web mail or programs
such as Outlook or Thunderbird. Thatis, each SCM operator host-
ed various e-mail providers in its structure.

For this reason, coordinating all agents involved proved to be
acrucial strategy for implementing port 25 management. It was
necessary tolisten to all interested parties and make them follow
each step of the process to avoid a situation in which a signifi-
cant number of net users in Brazil, for some reason, would find
themselves unable to send e-mails just because they had not been
warned about port 25 closing and about the need of reconfigura-
tion before sending messages. It was therefore first necessary to
migrate providers and users to an authenticated port, and only
after that, to effectively block port 25. As a result, telecom oper-
ators could not act before e-mail providers did.

The coordination of multimedia communication services pro-
viders, which is aregulated sector, required including the govern-

37 In Brazil, under the General Telecommunication Statute and Rule No 4 of the Ministry
of Communications, from 1995, Internet connection service is a Value-Added Service
(VAS) that does not depend on any public concession, permission or authorization
from ANATEL, for which reason the value-added provider is defined as a user of a
telecommunications provider that supports it; in the case of Multimedia Communications
Services (SCM - Servigo de Comunicagao Multimidia), this relationship will be explained
below in Chapter 4.
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ment in the effort to legitimate collaboration. In 2010, CT-Spam
reached a cooperation agreement with ANATEL, the National
Telecommunications ommunication Agency (ANATEL), to im-
plement port 25 management recommendations. The agreement
involved the adoption of the measure by the operators once 90%
of the user base for e-mail providers had been relocated.

Official letter 195/2010-PR-ANATEL, on its cooperation with
CGLbrandits spam- combating activities made operators commit
to atimeline for adopting the measures, and they were followed by
Internet services providers. As will soon be seen, the document
of cooperation sent previously to ANATEL played a crucial role
inlegitimating the committee’s activities and telecom operators’
effective commitment to them.

In 2011, the Ministry of Justice’s consumer protection depart-
ment (DPDC/MJ) was the next government agency to join the
debate,®® as demanded by telecom and e-mail services operators
who feared a negative interpretation of a forced implementation
of the measure by the National Consumer Defense System®°.

DPDC/MJ then issued a Technical Note — NT No. 65 CGSC/
DPDC/SDE30*° - discussing port 25 management consequences
and benefits for the consumer, and alerting Procon (The Depart-
ment for Consumer Protection and Defense -PROCON) offices all
over Brazil. In case of complaints regarding Internet connections,
it should be verified whether it was related to the blockage of port
25. After consulting with the operator and in the event that par-
ticular user had a legitimate prerogative to use port 25, it should
remain open to fulfill the sound and legitimate need.

38 At the time, the DDPC - Departmento de Defesa e Protecdo do Consumidor
(Department of Consumer Defense and Protection) was part of the Secretariat of
Economic Defense. Starting in 2012, the Department became part of the National
Consumer Secretariat, created by Decree 7,738 of May 28, 2012.

39 The National Consumer Defense System (Sistema Nacional de Defesa do Consumidor)
incorporates the “pro-consumers” Procons (state and municipal), the Public Prosecutor ‘s
Office, the Public Defender ‘s Office and various civil society organizations for the
defense of the consumer, whose work is closely integrated with the National Secretariat
of the Consumer (Secretaria Nacional do Consumidor).

40 Technical Note No. 65/CGSC/DPDC/SDE, available at
<http://www.antispam.br/porta25/brasil/notatecnica65.pdf>, accessed March 5, 2014.

41


http://www.antispam.br/porta25/brasil/notatecnica65.pdf

The position of the DPDC/MJ,* backed by the entire National
Consumer Defense System, turned out to be of crucial relevance
to ensuring a trustworthy fulfillment of consumer defense rules
for both telecoms and e-mail providers.

The Port 25 Management implementation Agreement, along
with the Technical Note previously referred to, opened the way
for implementing this antispam campaign in Brazil. Individuals
interviewed for this study stressed that the two documents cited
above and the coordinating efforts of CGL.br were of utmost im-
portance in making the various interested parties feel confident
about carrying out port 25 management activities.

In this respect, it is important to emphasize the extremely
relevant role played by ANATEL and the Ministry of Justice in
providing affected parties, who were subjected to them, with legal
reassurances that they could implement the required activities.
CGLbr was responsible for connecting the sectors involved, as-
suring the implementation of the different process phases and
providing a permanent discussion and follow-up forum for the
port 25 project as it advanced.

When asked whether another entity could have coordinated
port 25 management initiative in Brazil, the individuals inter-
viewed in this study agreed that a multistakeholderinstance such
as CGIL.brwas decisive for the process. Though manyrespondents
have remarked that ANATEL and the MJ played arelevantrolein
creating confidence in companies, associations and other actors
from specific sectors, CGLbr’s role was crucial when it concerned
the exchange, between agents, of realities, interests and concerns,
as well as in achieving strategic decisions that helped attain a
common goal: reducing spam volume from Brazilian machines
through port 25 management.

41 CT-Spam did not primarily seek out the DPDC/MJ, but rather reached out to the Procons
and civil society groups, who demanded that the Department take a position on the
subject: “CT-Spam sought out consumer defense groups and came to us demanding
that we manifest publicly whether or not it made sense to proceed with port 25
management, whether there were potential impacts to the consumer or not and whether
we actually had something to worry about. It was at this very moment that we became
aware of all the work done by CT-Spam and all the technical and engineering aspects of
implementation surrounding the port 25 project.” Danilo Doneda, Coordinator-general
of Research and Market Monitoring at the DPDC/MJ, in an interview conceded to the
project “Memories of Combating Spam in Brazil’, September 27, 2013.
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Port 25 managementimplementation by the actors involved was
undeniably responsible for a dramatic decrease in spam volume
sent from Brazilian machines. So much so that the countrytraded
itsleading position, in 2009, for a 25th place finish in 2013, accord-
ing to the Composite Blocking List rank. See graphic below*2.
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This result was achieved through debates in several technical
meetings. As a result, collaboration was elicited from represen-
tatives of interested sectors; through a broad public information
campaign, and dedicated government bodies carefully followed
the progress of the project. The following section highlights rel-
evant regulatory and legal aspects of this initiative in order to
analyze any identified peculiarities and obstacles faced by CGI.
br multistakeholder management approach.

42 CERT.br.Port 25 Management in Brazil: Overview and Results, available at
<http://www.cert.br/docs/palestras/certbr-lac-csirts-medellin2013-1.pdf>,
accessed October 12, 2013.
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3 ® Legal and regulatory issues

Difficultiesin articulating sectors were not due to issues affect-
ing individuals or to problems regarding convergence of inter-
ests. All the stakeholders involved demonstrated that they were
convinced that the public interest governed the implementation
of such measure. What remained controversial were the legal
and regulatory issues to be faced. For that reason, intermediat-
ing among various sectors has proved to be a critical resource of
expertise for both government and private agents when it came
to issues related to emerging technologies and social practices.

One of the first legal obstacles discussed in CT-Spam meetings
was the possibility that port 25 management would be contest-
ed as a violation of business freedom. As the committee work
proceeded, it was proved that the suggested migration of e-mails
to port 587 solely because its authentication requirement, never
meant to curtail any liberties. Authentication, besides offering
higher security (given that it is password-protected), would dis-
courage indiscriminate spamming, therefore contributing tore-
duce the volume of such messages sent from Brazilian machines
into the global network. Such a measure would not make sending
messages more costly nor impose any limitations*®.

Undue spamming from port 25 caused losses to users that could
be perceived in various fronts. Firstly, users rarely attributed their
technical vulnerability to spammers’ abuse of their machines, which
led to poor performance of their machines and inferior quality of
their contracted broadband. But even though this was the reason
for the bad performance of their machines, users always tended to
relate it to general network problems, and frequently suffered losses
in the form of additional maintenance costs, machine or software
replacement costs, or even contracting higher broadband velocities.
For this reason, consumers first notice spam as being time-costly,

43 Interview with Cristine Hoepers and Klaus Steding-Jessen to the project
“Memories of Combating Spam in Brazil’, conceded on September 25, 2013.
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and notas somethingthataffects theirwhole connection experience.

Broadband is an asymmetrical resource that gives userslimited
capacities for downloads and uploads. It was noticed that interna-
tional spammers were using all Brazilian users upload capacities,
that s, all outgoing traffic, and that was making it impossible for
users to have a stable connection and send any content to, for in-
stance, social networks*.

Port 25 implementation was considered beneficial to consum-
ers by Ministry of Justice’s Consumer Defense Department. Be-
sides providing previous information about the process, it also
offers acommunication channel in which technical issues on the
implementation process canbe clarified. Risks were identified for
e-mail users who used out of date e-mail clients or other means for
dataexchange when communicating with net servers that would
depend on port 25. A market analysis revealed that the amount
of such consumers was miniscule in relation to the mass of users
that would not be affected by port 25 management**.

For this reason, DPDC/MJ considered the number of people
likely to be affected as being considerably smaller than the global
number of consumers who would benefit from the measure. In
addition, any harmed consumers could remedy their situation by
contacting their Internet provider or by seeking orientation from
consumer defense organisms when properly warned.

As Danilo Doneda explains:

The Consumer Defense Code has an article that is often over-
looked: the defense of the consumer must keep up with and
adjust to technological developments. It was this very article
that provided a nearly ontological argument for our Tech-
nical Note; one that would allow us to face such technical
change, the management of port 25. Though it could affecta
small number of consumers, it was essential to create amore
favorable environment for all consumers. Consumers who
faced eventuallosses would not be seriously harmed, because
they could easily revert such situation and enjoy all benefits
thatport 25 blockage was to bring to consumers in general*®.

44 Cristine Hoepers and Klaus Steding-Jessen in an interview conceded
to the project “Documenting Port 25 Management” on September 25, 2013.

45 Antispam.br.Technical Note 65-CGSC/DPDC/SDE/MJ: <http://www.antispam.br/
porta25/brasil/notatecnica65.pdf>, accessed October 13, 2013.

46 Danilo Doneda in an interview conceded to the project “Memories of Combating
Spam in Brazil” on September 27, 2013.
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Some operators’ legal departments raised questions about
contractual obstacles to port 25 management. This argument
was discarded after a detailed CT-Spam analysis of each service
contract. It was concluded that contracts did permit this type of
management as long as it was communicated to consumers.

Otherissuesraised during CT-Spam’s work evoked implemen-
tation costs to port 25 management operators and the possibility
of civil suits targeting operators in case they failed to comply with
regulations or contractual obligations. After ANATEL has signed
the Cooperation Agreement, this argument was no longer valid,
since ever the regulatory organization stood for the closing of
port 25. In economic terms, management of port 25 yet enabled
operators to save bandwidth capacity that had previously been
improperly used for spamming?*’.

Considerations on Net Neutrality

Inordertoachieve its goal of substantially reducing the volume
of spam sent by Brazilian machines, the parties to Port 25 Man-
agement, have coordinated efforts to close this port. This mea-
sure clearly achieved its goals, and also provoked an important
reflection for maturing debates on net neutrality in the country.

Debates on the principles of net neutrality have assumed major
importance in national and international forums on Internet gov-
ernance and regulation for atleast the past ten years, once interest
for the matter has grown either amongst specialized audiences
and opinion-makers or in the press in general.

CGLbrcommittee member Carlos A. Afonso defined the net neu-
trality principle, in afrequently quoted synthesis, as the precept that
determinesthat “all datagrams are equal to the network.™® Thus,
the rule guarantees that all data traffic on the network should
notbe discriminated, preventing operators from privileging some
data traffic over others, no matter the reason. The very rule aims

47 Interview with Eduardo Parajo, CGl.br Councelor and Director of ABRANET
(Associagao Brasileira da Internet) , in an interview conceded to the project “Memories of
Combating Spam in Brazil” on September 25, 2013.

48 CGl.br. C. A. Afonso. Todos os Datagramas s3o |guais Perante a Rede!

(All Datagrams are Equal Before the Network!), available at <http://www.cgi.br/
publicacao/todos-os-datagramas-sao-iguais-perante-a-rede/>, accessed
September 30,.2014.
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to fight any discriminations that could arise either from com-
merecial factors (by privileging access to one’s own content and,
at the same time, blocking access to or impairing the quality of
the content advertised by competitors) or even through political,
religious or cultural contexts (preventing any type of discourse
from circulating on the net).

CGLbrhaselected neutrality as one of its ten principles for In-
ternet Governance and Use in Brazil. It was drafted as follows:

“6. Net neutrality. Traffic filtering or privileging must only
respect technical and ethical criteria; political, commercial,
religious, cultural or any other form of discrimination or
favor is inacceptable.”™?

There are many experts who defend the net neutrality principle
as afounding element for keeping the net an open and innovative
space, by guaranteeing its potential freedom through communi-
cation transformation, access to knowledge, and individual and
group identities formation, besides offering business models for
companies of all areas.

On the one hand, there seems to be a consensus among great
partofthe interested parties on the debate about the importance
of such principle; however, on the other hand, the need for occa-
sional punctual interventions that might elicit exceptions to net
neutrality rule have fostered debate throughout the world.

The opposite of net neutrality would be allowing any intermedi-
aries that make net data transmission possible to adopt whatever
criteriatheywished to discriminate whatever is sent through the
net. Asacounterpoint to this scenario, Vint Cerf, acknowledged as
one of the “fathers” of the Internet, claims that “allowing broad-
band providers to control whatever people see and do on-line can
erode the principles that made the Internet a success.”® And yet:

“A series of justifications was created to support operators

49 CGl.br, Resulution CGI.br/RES/2009/003/P: Principios para a Governanga e Uso
da Internet no Brasil (Principles for the Governance and Use of the Internet in Brazil),
available at <http://www.cgi.br/regulamentacao/resolucao2009-003.htm>, accessed
October 12, 2013.

50 U.S. Senate Committee on Commerce, Science, & Transportation,.Prepared
Statement of Vinton G. Cerf, available at <http://www.commerce.senate.gov/pdf/
cerf-020706.pdf>,accessed on October 12, 2013. V. G. Cerf presentation to a
Public Hearing on “Net Neutrality”, held in the U.S. Senate’s Commerce, Science and
Transportation Committee on February 7, 2006.
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51 Idem.

control over consumer on-line choices, but none of those
stand up to close scrutiny. Giving operators the option of
discriminating data traffic on a broad scale is not neces-
sary to protect users against viruses, neitheris it for block-
ing spam, or preserving the integrity of the network, or to
ensure that your VoIP traffic and your video features will
function properly - they won’t even guarantee that the op-
erators are paid for their broadband investments. We are
firmly and particularly convinced that operators will man-
age to define market prices for Internet access and be well
paid for their investments — just as broadband operators
have successfully done in other countries.”*

In Brazil specifically, Law No. 12,965 (MCI - Marco Civil da
Internet) of 2014 identifies neutrality as one of the cornerstones
of the Internet law. Article 9 of the draft bill reads:

Article 9 Those responsible for the transmission, switching
or routing have the duty to provide equal treatment to any
and all data packets, regardless of content, origin, destina-
tion, service, terminal, or application.

81 - Discrimination and degradation of traffic will be regu-
lated in terms of the executive attributions of the President
of the Republic as provided in Item IV of Article 84 of the
Federal Constitution, to ensure the faithful execution of
this Law after consulting the Brazilian Internet Steering
Committee - CGLbr and the National Telecommunications
Agency - ANATEL, and shall only apply in cases of:
I-Indispensable technical requirements for adequate ser-
vices and applications delivery; and

II - Prioritization for emergency services.

8§82 - Inthe event of discrimination or degradation of traffic
qualityasin §1, the responsible party mentioned above must:
I-Refrain from causing damages to users, as defined in Ar-
ticle 927 of Law No.10,406 of January 10, 2002 - Civil Code;
II - Act proportionality, with transparency and equality;
III - Previously inform users, in a clear, transparent and
sufficiently descriptive manner, about the management
and mitigation practices adopted, including those related
to Internet security; and

49



IV - Offer services in anondiscriminatory commercial condi-
tion and refrain from anti-competition practices.

83 — In providing Internet connection, as well as data trans-
mission, switching or routing, whether costly or free of charge,
itis forbidden to block, monitor, filter or analyze data packets’
contents, respecting the principle set hereby 2.

Discussions on port 25 management may well come about in this
contextbecause, by coordinating activities to close this port, access to
some data traffic is being denied. Deputy Alessandro Molon, former
sponsor of the bill, had noticed such issue and referred to it in the
report annexed to his amendment to the final draft:

“In §1we mentioned the possibility of trafficdiscrimination or
degradationif,and onlyif, itarises from technical requirements
indispensable to adequate fruition of services and applications.
‘We therefore admit that in specific cases originated by tech-
nical requirements indispensable to adequate fruition of
services and applications by final users, there can be traffic
discrimination or degradation, since provisions in the follow-
ingparagraphsare respected - thatis, refraining from causing
unjustified harm to users, respecting free competition and
transparency.

Thus, paragraph 1, combined with the other paragraphs from
the same Article, makes it possible that spam is not redirect-
ed to user’s inboxes. In case of security attacks, once Article 9
requirements are fulfilled, differentiated treatment may also
apply in order to provide adequate fruition to users. Differen-
tiated treatment to real-time videos and even VoIP, for exam-
ple, can also be justified and prioritized without violating the
neutrality principle - as long as the other provisions of Article
9 are enforced.”?

Inthis context,both the Marco Civiland the CGLbr Decalogue texts
seem toindicate that exceptions to net neutrality principles must fol-
low “technical criteria”. Thus, port 25 management would perfectly fit
the example of a technical exception adopted in the country through
anample consensus amongst interested agents and by establishing a
technical, legal and regulatory structure to support such decisions.

52 Law No. 12,965/2014, Marco Civil da Internet (Brazilian Civil Rights Framework

for the Internet)

53 Report by Congressman Alessandro Molon on Proposed Law No. 2126/2011,
dated July 4, 2012.
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Most individuals interviewed for this study see port 25 man-
agement as a successful exception to net neutrality, adopted with
appropriate precautions, and observed a rigorous follow-up and
strategic multistakeholder decision-making process.

Some respondents even remarked that it was CGIL.br by think-
ing of situations as port 25 management when its CGL.br Deca-
logue restricted exceptions to the net neutrality principle only to
“technical and ethical criteria”, ruling out “political, commercial,
religious, cultural or any other forms of discrimination or favor.”*

In an interview for the elaboration of this tudy CGI.br board
member and CEO of Brazilian Network Information Center Demi
Getschko stressed that port 25 management “does not eliminate
any Internet characteristics. On the contrary, messages continue
to be sent. Such measure just creates difficulties for whoever in-
tends to abuse port 25 to send unsolicited messages.”®

In this respect CGL.br Board member Carlos Afonso remarks:
“Relocating logical ports does not affect packet transfers; that
is, services continue to be used in the same way. All it takes is
changing port configurations (something always transparent in
web mail- that is, users don’t have to worry about which port is
being used by providers.”®

Discrimination of content is mentioned in various testimoni-
als collected for this study. CERT.br members Cristine Hoepers
and Klaus Steding-Jessenreflected on whether Port 25 Management
could really be considered an issue related to net neutrality. “What
appearstoexist isaword game. Net neutrality means not to privilege
any trafficover other traffic. What we seek to combat is the violation
of equality. Regarding port 25, the same rule applies to all. In addi-
tion, the content of the packet is not investigated.”

Addressing the issue of inspecting content, which would con-
stitute an undue net neutrality violation, the respondents added:

“TCP/IP data encapsulation model gives us envelopes within
envelopes. Metaphors about post offices are often controversial
because the Net is not a postal service, but they may be helpful

54 Interview with Rubens Kuhl, Products Manager at NIC.br, conceded to the project
“Documenting Port 25 Management” on September 25, 2013.

55 Interview with Demi Getschko for the project “Documenting Port 25 Management”
conceded on September 25, 2013.

56 Interview with Carlos A. Afonso for the project “Documenting Port 25 Management”
conceded on October 8, 2013.
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here: What are the contents of a pouch? Letters. But to deliver the
letters I have to open the pouch. I do not open the letters, I just
check addresses to make letters reach their destination. There
is no content analysis either for letters or for e-mails to find out
whether their contents are advertisement or anything else. There
is no analysis for content or information. And that’s why port 25
management works so well.””

Concerns about net neutrality in port 25 management have to
do with not allowing abuse of the exceptions. Regardless of the
improvements resulting from such an exception, the creation of
ever broader exceptions could strip the net neutrality principle of
its own content.

Such an argument hasbeen frequently heard in debates over the
Brazilian Marco Civil. Port 25 management and the war on spam
are always mentioned as successful examples in the dispute of op-
posing views on how the present Law’s Article 9 should consider
the neutrality principle and its exceptions.

CGI.br board member and current CEO of SindiTelebrasil,
Eduardo Levy, during an interview by the site Convergéncia Dig-
ital, stated that “regarding neutrality, there is the expression - ‘to
monitor’ - that we would like to suppress because it is important
to manage a net so it can offer the best quality for the lowest final
cost. It means that we should have elements within the network
which could allow us to interfere for the benefit of all, as we did
regarding port 25”%8,

Although recognizing port 25 management for its benefits for
the community and considering it as an exception to the neutral-
ity principle, Levy questions whether it would be worthwhile to
incorporate this principle in law, according to his interview for
this project:

“(Port 25 management) is a good example of how similar
cases, or even new ones, yet to come, and to which some
netaction be demanded, can be approached so that it would
benefit society as a whole.

57 Interview with Cristine Hoepers and Klaus Steding- Jessen conceded to the
project “Documenting Port 25 Management” on September 25, 2013.

58 Convergéncia Digital. L.O. Grossmann, L. Queiroz. Teles tratam neutralidade
de rede como tema prioritério (Telecoms address network neutrality as a priority
issueavailableat<http://convergenciadigital.uol.com.br/cgi/cgilua.exe/sys/start.
htm?infoid=343578&sid=4#.Ulh-XmQO0i1Q>, accessed on October 13, 2013.
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We, from the telecommunication sector, fear the very exis-
tence of such arigid law. We are very fond of the Decalogue,
but we often understand that some dichotomy might arise
between what we praise, a simpler, freer net for all, and us
bringing along alaw that might cause us tolose control over
such freedom.
I perfectly understand that the Internet most active groups
should react against excess of regulation. I do the same, and
the telecommunication sector is extremely regulated by
ANATEL. Because society must benefit from the service,
ANATEL cannot allow companies to operate without regu-
lation. But freedom is much greater on the Internet. Taking
away such level of freedom by issuing alaw in Congress can-
contradict whatever is praised about net freedom.”
Inapresentation toapublichearingin the Chamber of Deputies
onJunel2,2012,SindiTelebrasil defended the need to reformulate
thetextonnetneutralityin the Marco Civilin order to make possible
suchinitiatives as port 25 management, and the offering of afford-
ably priced broadband to users who donotuse all Internet resourc-
es.Inits presentation, the port 25 management project is pointed
toasaform of “reasonable blockage or discrimination of traffic™°.

59 Federal House of Representatives (Cadmara dos Deputados). E. Levy, “Marco Civil
da Internet - A Vis3do dos Provedores de Acesso Fixo e Mdvel: Audiéncia Pdblica”
available at <http://www2.camara.leg.br/atividade-legislativa/comissoes/comissoes-
temporarias/especiais/54a-legislatura/pl-2126-11-principios-do-uso-da-internet/
reunioes-1/audiencias-publicas/apresentacoes-digitais-das-audiencias-publicas/
apresentacao-eduardo-levy-12.06.2012>, accessed on October 13, 2013. A
presentation by SindiTelebrasil to the Public Hearing on the Marco Civil, held in the
Federal House of Representatives on June 12, 2012.
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If blockage of port 25, on the one hand, is not necessarily a
novelty born in Brazil, since other countries®® have adopted the
measure, as have large international providers and operators®,
debates over net neutrality have assumed special relevance in Bra-
zil, given that ts eventual exceptions are about toberegulated as
stated in the Marco Civil da Internet

Asmentioned above, this study on port 25 management seeks
to reflect on its implementation process, its impacts, and on the
lessons that can be drawn from a moment of such intense trans-
formation in network governance and regulation through testi-
monials and the analysis of the most relevantissues presented by
the initiative.

Justbecause port 25 management is viewed by its actors as an
exception to net neutrality, it is necessary to clarify (i) the reasons
thatled to its adoption; (ii) the multistakeholder process employed
to ensure against arbitrary, unilateral or decisions harmful to
third parties; and (iii) constant process follow-up to encourage
evaluations of its impacts.

Thus, it is important to track the evolution of debates to map
the way such a winning multistakeholder coordination strategy
will be employed in future fronts. Debates on net neutrality are
justexamples of the port 25 management importanceand explicit
need of deeply understanding such an initiative.

60 See, for example, the work performed by Japan's E-Mail Anti Abuse Group, available
at <http://jeag.jp/index.htm|>, accessed on October 13, 2013. For comments on the
practices adopted by other countries, see also N. Rubenking. Port 25 Block Stalls Spam
After All, available at <http://securitywatch.pcmag.com/spam/290791-port-25-block-
stalls-spam-after-all>, accessed October 13, 2013.

61 Akamai.com. R. Beverly; S. Bauer; A. Berger, “The Internet’s not a Big Truck: Towards
Quantifying Net neutrality”, available at <http://www.akamai.com/dl/technical_
publications/truck-pam0Q7.pdf>, accessed on October 12, 2013.
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4

® A multistakeholder model

for public policies management

CT-Spam activities primarily reflect the governance model
implemented by CGIL.br. It was practically one of the first, if not
the very first time, that a model like this was used as an Internet
management policy in the country.

Since the beginning of theimplementation of this policy, the
need for inviting nontechnical stakeholderas into the process as
well as governmental subsidiary and complementary importance
were noticed. Yet, net architecture characteristics were deemed
relevant for political debates on the net itself, given port 25 man-
agement influenced discussions regarding the Marco Civil.

This process moved slowly, and participants pointed out vari-
ous factors for delays, from the novel character of the coordina-
tion to unnecessary postponements by certain actors. However,
all parties undoubtedly celebrated the success and relevance of
the process for the future of Internet governance in the country.

Understanding how this multistakeholder model was created
isfundamental for understanding how port 25 management im-
plementation became possible, and for reflections on the future of
new multistakeholders initiatives for public policies development.

Multistakeholder Internet Governance in Brazil

In1995, aseries of privatizations of public companies took place
in Brazil, and the country’s public telecommunication services were
the first to be privatized. The Ministry of Communications then
issued Rule No. 004/05, which defined the relationship between
Internet connection and telecommunication services provided by
“Active Public Telecommunication Entities in the Market”. This
rule, which continues in force to the present day, determines that
the provision of an Internet connection is not atelecommunication
service, but rather a “Value-Added Service,” defined as:

A telecommunication service that adds new services, ways
or means which create specific new utilities or other novel
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productsrelating to access, storage, transportand recovery
of information®2.

And, in turn, “Internet Connection Services” were defined
as follows:

(...) a generic term designating a value-added service that
enables Internet Access to users and Information Services
providers®?.

Such definitions are still uncertain for net regulation and gov-
ernance in Brazil even decades after their creation. According to
respondent Marcelo Bechara:

“(...) the provision that defines Value-Added Services states
that relationships between value-added services and tele-
communication services providers are regulated by ANA-
TEL. Then, there really is some justified confusion about
howfar ANATEL can go, once the ambientithas regulated
since 1995 has changed enormously to present day.

There existed a specific regulation for this matter - the
Multimedia Communication Services Regulation®* - and
that was the direction providers, the former connection
providers, ended up migrating to. In some cases, they are

62 ANATEL Ordinance No. 148 of May 31, 1995, which approves Norm No. 004/95
regarding the Use of the Public Telecommunication Network for Internet Access,
available at <http://legislacao. ANATELanaltel.gov.br/normas-do-mc/78-portaria-148>,
accessed on March 5, 2014. Translator's Note: the link was replaced by <http://www.
anatel.gov.br/legislacao/normas-do-mc/78-portaria-148>, accessed March 8th, 2017.

63 Ibid.

64 In the analysis of CGl.br committee member Marcelo Bechara in a report on the
Proposal to Regulate Multimedia Communications Services (SCM) and the Regulation
of Costs to the Public for Telecommunications Services for the Right to Exploit Satellite
Service, after society had submitted its commentary through Public Consultation No. 45,
dated August 8, 2011:(...) 2. Because it involves a broad range of services endowed
with countless uses, including support for broadband, the SCM presents itself as an
instrument of democratization of access to information technologies, a reduction of
inequalities in this access and the instrumentalization of such fundamental guarantees
as education, health, information and communication.

The SCM created by Resolution 272/2001, as a result of the rapidity of technological
innovation in the IT sector and the convergence of telecom services and the Internet.

(.)

5.2.Therefore, SCM emerged as a means of broadening access to data transmission,
including Special Limited Service in the submodalities of the Specialized Network,

and a Specialized Circuit, closely resembling the authorizations of the Networked
Telecommunications Transport Service (SRTT), which also comprised the Dedicated Line,
the Packet-Switching Network, and the Closed Circuit Network.
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both telecommunication services and value-added services
providers, sometimes as single companies within an overall
business structure.”®
Therefore,asimportantasitasin defining Value-Added Service
and Internet Connection Services, Rule No. 004/95 was the first
decentralizing sign towards Internet development in the country,
establishing an autonomous relation between Internet connec-
tion services providers and public telecommunication services
companies, which stimulated competition and private initiative.
In the same year, the Ministries of Justice and Science, Tech-
nology and Innovation issued a Joint Statement on the devel-
opment of the Brazilian network which marked the end of state
management of Internet connection, as well as the creation of
asteering committee to organize the national network (CGI.br)
with representatives from the two Ministries, and from back-
bones’ operators, connection providers, users and academia.
Among the rule’s provisions, the following stand out:
“1.4 Corporations and public organisms’ participation in
providing Internet services will be complementary to pri-
vate initiative participation and will be limited to situations
inwhich the public sector be needed to stimulate orinduce
the emergence of providers and users;
¢.)
7.1In order to make society’s participation effective in de-
cisions involving Internet implantation, management and
use, an Internet Steering Committee will be created. Such
committee will count on the assistance of the Ministries
of Justice and Science, Technology and Innovation, and of
backbone operators and managers, as well as representa-
tives from access or information providers, users, and the
academic community.
7.2 The steering committee will be in charge of responsi-
bilities such as:
(@) fostering the development of Internet services in Brazil;
(b) recommending technical and operational standards and
procedures for the Internet in Brazil;
(© coordinating the assignment of Internet domains, the reg-

65 Marcelo Bechara, in an interview conceded to the project “Memories of Combating
Spam in Brazil” on January 17, 2014.
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istration of domain names, and backbone interconnection;
(d) collecting, organizing, and distributing information on
Internet services.”®

Brazilian Internet regulatory environment has notbeen devel-
oped by any political centralization, though this does not mean
thatit occurred without control. Creation of the Brazilian Inter-
net Steering Committee resolved the lack of a specific regulator by
assuming the main characteristics of anetwork: decentralization,
colaborativism, technicality, and policy.

Following the Joint Statement above-mentioned, the Inter-min-
isterial Ordinance No. 147%7, dated May 31,1995, created the Brazil-
ian Internet Steering Committee with the mission of: supervising
the availability of Internet services in the country; establishing
recommendations for the strategy of implementing and intercon-
necting networks; both analyzing and selecting technological op-
tions, aswell as the functional roles of companies and institutions of
education, research and development (the IEPDs in its Portuguese
acronym); recommending both technical and operational stan-
dards and procedures, and acode of ethics, for all Internet services
in Brazil; coordinating the assignment of Internet Protocol (IP)
addresses, and of registering domain names; and recommending
operational procedures for network management, among others.

With that, multistakeholder representation to CGI.brinitial-
ly comprised: (i) one representative of the Ministry of Science,
Technology and Innovation, in charge of its coordination; (ii) one
representative of the Ministry of Communications; (iii) one rep-
resentative of the Telebras system; (iv) one representative of the
National Council on Scientific and Technological Development
(CNPq, inits Portuguese acronym); (v) one representative of the
Rede Nacional de Pesquisa (National Research Network); (vi) one
representative of the academic community; (vii) one representa-
tive of service providers; (viii) one representative of the business
community; and (ix) one representative of Internet services us-
ers’ community.

66 CGl.br. A Joint Statement by the Ministries of Communications and the Ministry of
Science, Technology and Innovation, May 1995. Available at <http://cgi.br/about/>,
accessed onMarch 5, 2014.

67 CGl.br. Portaria Interministerial n°® 147/95, available at <http://www.cgi.br/
regulamentacao/port147.htm>, accessed on March 7, 2014.
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Marcelo Carvalho stresses the contribution of the Working
Groups within the sphere of CGLbr regarding the accomplish-
mentofits attributions:

“Inorderto developits activities and increase society’s par-
ticipation into them, one of the objectives of its creation,
since the first meeting, CGL.br began to establish working
groups and improve their organization aiming to foster In-
ternet services development in Brazil®®.

In such context, the active support of CGIL.br became essential
for the port 25 management project, as stated by various actors
who also remarked on its role in coordinating decision-making
process regarding Internet policies implementation. There is no
consensus, however, about what would be considered a specific
definition for a multistakeholder principle.

DeNardis and Raymond affirm that such a multistakeholder
aspect should not be applied as a principle in itself, but rather as
amanagement goal that would help achieve an optimal point by
promoting balance and stability amongst objectives and priorities.
According to the authors:

“(.) themultistakeholder approach should notbe seen as avalue
per se to be homogeneously applied to all Internet governance
functions. On the contrary, the appropriate approach towards
amore efficient and responsible net governance demands re-
flection on what sort of arrangement would be the best to bal-
ance innovation, interoperability, freedom of expression, and
operational stability in each functional and political context.™®

DeNardis and Raymond also state that the legacy of a governance
model based on standardizing agencies and business decisions gen-
erates governance models with two main characteristics: (i) govern-
ment-free decision-making processes; and (ii) Internet governance de-
cision-making processes that take into account only technical aspects
and market choices. Thus, one can see that coordination problems
are more common than collaboration problems.

68 M. S. Revoredo de Carvalho. A trajetéria da Internet no Brasil: do surgimento das
redes de computadores a instituigdo de mecanismos de governanca (The Trajectory
of the Internet in Brazil: From the Rise of Computer Networks to the Institution of
Governance Mechanisms). COPPE/UFRJ, Rio de Janeiro, 2006, p. 142.

69 Social Science Research Network.L. DeNardis; M. Raymond. Thinking Clearly About
Multistakeholder Internet Governance, available at <http://ssrn.com/
abstract=2354377>, accessed on March 8, 2014..
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Reaching a satisfactory level of coordination has proven, to be
as complex as combating the threats the network faces every day.
And yet, reaching a standardized level of coordination is not only
impossible, but also undesirable. Beyond achieving an optimal
coordination model, certain basic premises are beyond question,
such asthoselisted by the Conficker Working Group, inits “Lessons
Learned” report from 2011. Such premises do not specifically men-
tion a multistakeholder model; however, they praise cooperation
amongvarious levels of actors and governmental involvement and
support as acounteraction to the volatility and velocity of threats,
as well as the need for a fast, easy and effective communication.

Regardless of terminology, the port 25 management process was
characterized by anintense collaboration coordinated by the Bra-
zilian Internet Steering Committee - CGL.br amongactors seeking
to satisfy the publicinterest. The implementation of such a Brazil-
ian multistakeholder and multi-participative Internet governance
model left no doubts about its success. Councillor Eduardo Levy
acknowledged this resultin his interview to this project:

“Well, thisis complex; yetitis beautiful from ademocratic point
of view and for the various forces that acted in it; and it’s better
still because it was the whole society who benefited in the end.
Nothingwas strongenough to prevent society from gaining. To
me, personally, and to the whole telecom sector, being part of
this process and being able to publicize it, made us very proud
I guess that CGI.br actions were very important in a mul-
tistakeholder point of view, in which everyone participates.
But if we lacked that, if some branches were missing, we
wouldn’t be enjoying all the shade. In fact, we are missing
a telecom branch there, which could have been of greater
or lesser importance depending on the moment. CGIL.br
discussions were enormously rich due to each of its partic-
ipants’ segment characteristics.””®

To Port25 Management process participants, the Brazilian
Internet Steering Committee - CGIL.br showed that there is no
leadership vacuum regarding Internet policies in the country.
CGI.brimplemented a model that was able to efficiently identify
technical problems and elicit collaborative and coordinated solu-

70 Eduardo Levy in an interview conceded to the project “Memories of Combating Spam in
Brazil” on January 17, 2014.
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tion efforts by various actors, which made it the most democratic
arrangement possible for sustainable net governance. To some,
such amodel must guide future Internet policy coordination. As
Marcelo Bechara says:
“Iguess that port 25 was the first time that the Brazilian In-
ternet Steering Committee - CGL.bracted more as asteering
committee then as (NIC.br) because NIC.br”* has a life of
its own, managing IPs and domain names. (...) CGI, on the
other hand, is more debating oriented than management
oriented. This time it acted as a steering committee. But it
isnotapart, and I think it should be a part of its routine. It
has happened in a very gradual way.””>
CGLbr multistakeholder characteristics do not reveal the im-
position of any model per se regarding coordination of Port 25
Management. However, as can be deduced from respondents’
statements, such a multistakeholder model derives from the fun-
damental characteristics of the network. Without coordination
among actors, the process would not have developed accordingly
-and nongovernmental imposition would have been effective, in
that one of the Internet’s main characteristics is its democratic
and decentralized multistakeholder aspect.
As Rubens Kuhl recalls:
“(...) the result of a multistakeholder process will always be
seen as superior to othersbecause it takes into account prop-
ositions from all participants. It can be the best or the worst,
butwill always be perceived as superior. That’s an advantage
from a political point of view. But there was also some educa-
tion for all the actors not to stand only for a particular item,
nor to stick to a specificissue of their own. Then, the process
might have taken awhile, but I take it as asign of our political
maturity to behave so before deciding.””*

71 NIC.br - the Brazilian Network Information Center was created to implement decisions
and projects of the Brazilian Internet Steering Committee (CGl.br), which for its part
coordinates and integrates network initiatives and services in Brazil. To learn more:
<http://nic.br/about-nic-br/>, accessed June 2, 2014.

72 Marcelo Bechara, in an interview conceded to the project “Memories of Combating
Spam in Brazil” on January 17, 2014.

73 Rubens Kuhl in an interview conceded to the project “Memories of Combating Spam
in Brazil” on January 17, 2014.
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5 ® Conclusions

Brazilian Internet Steering Committee works on a daily basis
with Internet issues that are intrinsically related to its multis-
takeholder characteristics. By maintaining such characteristics,
CGLbrnotonly erected its own structure, but also elaborated its
decision-making processes.

Port 25 management may seem a dry topic, too technical to
grasp. Thiswork attempts to shed some light both on the manage-
ment process and on what fundamental reflections canbe drawn
so far from Brazil’s experience in the war on spam. Ensuring de-
mocracy does necessarily mean ensuring the bestinterests of the
public through a more democratic decision-making processes.
Entities such as CGLbr can serve as an example that will foster
the testing of the future potential of such programs.

Hence, CT-Spam’s work, mainly through the implementation of
port 25 management, demonstrated that such amultistakeholder
decision-making process model is successfully operational when
thebest practices of all participants converge on the publicinterest.

By virtue of having played such role, CGI.br occupies a priv-
ileged position for the coordination of future multistakeholder
challenges, which will aim to improve Internet governance and
use in Brazil. As one of the respondents to this study said, its next
challenge might involve the transition from IPv4 to IPv6, given
that port 25 management has provided the experience needed
for anew multistakeholder coordination initiative by CGI.br”.

To the extent that it involved telecommunication operators
and providers, the experience of managing port 25 made evident
how different companies may work together despite their diverse
interests when focusing on the same net governance and regula-
tion issue. Because various actors have increasingly advocated
multistakeholder decision-making processes, it becomes relevant
to observe different perspectives within each of the sectors, how

74 Interview with Eduardo Parajo, CGl.br Councelor and Director of ABRANET (Associagdo
Brasileira da Internet) , in an interview conceded to the project Documenting Port 25
Management!” on September 25, 2013.
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they are identified and solved in a consensus-building process
that enables discussions to advance.

From the consumer’s point of view, it is worth noting that Brazil-
ian Consumer Defense Code has oriented the national consumer
defense system’s works through its collaboration for the strategic
multistakeholder decision-making process. Likewise, the Brazil-
ian Consumer Relations National Policy aims to fulfill consumers’
needs by improving their enjoyment through its own standards of
consumer protection and technological development”.

Although this new technical design could negatively affect a
small number of consumers, it was essential for the creation of
afriendlier environment for the vast majority. Blocking port 25
might cause occasional damages to some consumers. However,
that would be a temporary situation and those users would not
really suffer greatharm, particularly in comparison to the benefits
to the entire community of users?.

A primary conclusion about port 25 management of Brazilian
networks is that multistakeholder coordination is an absolute
requirement for Internet policies. CGIL.br coordination of actors
from business, technical, government, civil society and academia
isunparalleled. Regarding the need for a highly technical and spe-
cialized solution, it was extremely unlikely that any public agency
could have performed such task on its own, the respondents said.
Thus, the public-private partnership based on collaboration of
actors has proven to be the best way to effectively respond to In-
ternet security and policy.

75 Consumer Defense Code, Article 4, the National Policy of Consumption Relations has
as its objective to serve the needs of consumers regarding their dignity, their health
and security, the protection of their economic interests and the enhancement of their
quality of life, as well as the transparency and the harmonization of consumption
relations. The following principles should be therefore met: (Law number 9.008, of
21.3.1995)

(...)II. harmonizing the interests of all involved in consumption relations as well as
seeking to promote the compatibility between the protection of the consumer to the
needs for economic and technological development, ensuring that the principles in
which the economic order is embedded are made feasible (art. 170, from the Federal
Constitution), always based on good faith and balance in the relations between
consumers and suppliers.

76 Interview with Danilo Doneda, Head Coordinator of the Coordination of Market
Monitoring and Studies from the National Secretariat for the Consumer - Ministry of
Justice. This interview was conceded to the project Documenting Port 25 Management
on September 27, 2013, in the city of Brasilia.
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Thus, based on our interviews and the reflections they elicited,
we expect that a memoir of such process, which has already borne
fruit by reducing the volume of spam sent from the country, can
also promote debates on governance and regulation in Brazil, so
that similar multistakeholder experiments can be reproduced on
anational and international level, and reinforce our country’s role
in the global scenario of net governance.

Furthermore, documenting this process should also con-
tribute to improving coordination initiatives both national and
internationally on Internet governance issues. Once again, it is
important to observe the Dutch Cyber Security Council’s stra-
tegic recommendations in its second phase, which highlighted
the importance of national and international coalitions to create
international standards; permanent dialogue; regulation (self- or
institutional); and knowledge.

Therefore, effective coordination and collaboration among
stakeholders on Internet governance issues make fundamental
democratic values possible, such as dialogue, openness, transpar-
ency, cooperation, and progressive construction of collaborative
information and knowledge.
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10 Interview with Henrique Faulhaber
RiodeJaneiro, February 12, 2014

Carlos Afonso Pereira de Souza: From a historical perspective, could
you explain the reasons why CT-Spam was created within the Brazilian
Internet Steering Committee - CGl.br?
HF: The Brazilian Internet Steering Committee - CGLbr is an
agency that deals with Internet governance in Brazil. Since the
beginning, there have been concernsrelated to structural gover-
nance, thatis, the governance of domain names and IP addresses.
After the World Summit on the Information Society?, in 2004,
Ijoined CGLbr, in 2005, for my first mandate. At the time there
was a critical mass behind the idea that the Brazilian Internet
Steering Committee - CGLbr should discuss other layers of In-

1 For more information on the World Summit on the Information Society please check
the publication of CGl.br Booklets - Geneve and Tunis documents at: <http://www.cgi.
br/media/docs/publicacoes/1/CadernosCGlbr DocumentosCMSI.pdf>
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ternet governance, and not only the structural layers.

In those circumstances, I proposed that we formed an an-
ti-spam working group within CGI.br. Why? Because spam is a
problem that afflicts Internet users; because then,in 2005, 90% of
e-mail messages were unsolicited and still served as a significant
vector for spreading viruses and malwares, or botnets, or software
intended to steal passwords.

Spam was a significant means of infecting users’ machines. But
then again, on the one hand, there was discomfort and a strong
desire to separate the wheat from the chaff, to see which of the
incoming messages would be of interest, and whether it was not
an advertisement carrying a virus. Spam was also a waste for the
whole network value chain, especially for access providers, who
had to spend a great deal of resources to filter out the spam for the
users, nonetheless alarge amount of spam would still reach them.
The same happened to telecommunication businesses because, if
90% of e-mail traffic is spam, you are wasting resources, paying for
a high level of broadband that could have been used for Internet
navigation, and for other things. Spam had always been a problem
for the Internet since its creation, but the problem was certainly
increasing, and it was an issue that deserved CGLbr attention to
concerns, discussions, and studies. That’show this group started: it
was an initiative I took and my colleagues soon subscribed as well.

Webegan by holding seminars to discuss what Brazil could do to
reduce spam volume; how do users behave whenever getting such
undesired messages; whether some type of national legislation
would fit, given that some countries (the European Union, the
United States, and Canada) already had anti-spam legislation; to
examine security aspects and find out to what extent we could im-
prove internet security quality by fighting spam. We have studied
international initiatives, the OECD (Organization for Economic
Co-operation and Development), the ITU (International Telecom-
munication Union) itself, in order to draft what could become a
national anti-spam program. Those initiatives were developed
along independent tracks.

We held seminars and created an important web site around
2006, 2007, namely <antispam.br>, where users and net admin-
istrators could discuss problems, give tips on how users could de-
fend themselves, and explain what was spam and what was not. We
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elaborated ajoint program with FGV’s CTS (Centro de Tecnologiae
Sociedade da Fundacfo Gettlio Vargas Getulio Vargas Foundation
Center for Technology and Society), at that time, so we could work
on researching spam international legislation in order to offer a
bill draft that could assist Brazilian National Congress to include
combat on spam into a national law that could parallel the most
current, modern and pertinent anti-spam legislation of the time.

At the same time, we ordered a study by a university — in this
case, the Federal University of Minas Gerais (UFMG) - to evaluate
why Brazil was either on the first or the second place amongst
countries from which most spam originated. Besides the incon-
venience in our mail boxes, all Brazilian users received a huge
amount of spam. Itdidn’t happen onlyin Brazil, but everywhere in
the world; even so, Brazil was dubbed “The King of Spam.” Accord-
ing tointernational indicators, Brazil was amongst the countries
where most spam originated from - as I said, either the first, the
second or the third, but always on top. The study showed that,
in fact, the Brazilian network sent a lot of spam to destinations
abroad, but such spam was not sent by Brazilians. The Brazilian
network functioned as ahub; that is, we had alot of virus-infected
machines; many Brazilian machines were part of “botnets”. Then,
international spammers used the Brazilian nettoredirect spamto
other countries. That’s why there was such a huge amount of spam
coming from Asian countries, written in Chinese, in Mandarin,
that passed through Brazil and returned to Asia.

What we observed was indisputable. The SpamPots work
demonstrated that we had been used; that spam was animportant
virus carrier and infected other machines; but also that Brazilian
spam originated elsewhere in the world.

All that together - our studies, the experiences of other coun-
tries, discussions on law and this research - led us to conclude
that we had to have a technical means to refrain the Brazilian
network from sending out so much spam.

Blockage of port 25 was a recommendation that had already
been adopted by other nations in order to prevent spam from leav-
ing the net in its origin. That is, instead of fighting spam after
it has reached a user’s inbox by filtering, labeling and dumping
it to trash, we turned to a method which had already been rec-
ommended by others, but never tested in Brazil, to prevent final
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users’ machines, even when contaminated, from sending e-mails
directlyby port 25. This is the so called blockage of port 25 or port
25 management: the idea we most invested in amongst the ideas
discussed by the CGI.br anti-spam group and the one which gave
us avery satisfactory final result, given that now, in 2013, we have
left the black list top three and find ourselves in a much more
comfortable position, ranking between the 25th and 30th place
on the list of countries where most spam comes from.
CAF: How did you do it?
HF: As soon as we realized that such a technical measure could
diminishboth incoming and outgoing spam flow on the Brazilian
network, we began to talk with the sectors involved in the Inter-
net chain. This was because spam left users’ homes by passing
through the ISP, by telecommunication operators’ communica-
tion channels, and they are all very different from one another,
don’t you agree? It could be fixed-line Internet, DSL, cable TV,
mobile Internet, cellular telephony. Then we set up a working
group, this was in 2008, to discuss how to implement such kind
of blockage. This meant making e-mail users of Outlook, Thun-
derbird, and others migrate out from port 25, which was to be
blocked. Services providers had to instruct their customers on
how to make adjustments on their e-mail software from port 25
into another port, which turned out to be port 587. Communica-
tion operators from these various media - cable, cell phones, etc.
-should prevent e-mails from being transmitted from any user’s
port 25. This only affects residential users; it doesn’t affect the
company. Whenever sending an e-mail, home users necessarily
used an electronic messages provider such as Gmail, or others.
They could notinstall a server on their machines to fire messages
offto everyone. Actually, people didn’t do this; mass mailing firing
from home users was performed by software placed in the users’
machines, without their awareness, by viruses. And the machine
kept sending thousands of e-mails per day, without the awareness
of users, degrading broadband service and placing Brazil on the
top of spam lists. Such a measure mainly aimed to prevent con-
taminated machines to link to the Brazilian domestic network
-- and they were many at that time, around one million -- from
sending spam around the world using this malicious software.
Starting in 2008, we began talking with the various groups in-
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volved in the problem: (i) ANATEL, because,as ANATEL regulates
telecommunication companies, port 25 blockage would require its
assistance, and history later proved it was indeed necessary; (ii)
access providers; (iii) the telecommunication companies; and (iv)
final users, through consumer’s defense agencies. This led us to
conclude thatin order to organize so many players — we are talking
about 2,000 providers, 40 telecommunication companies, and
ANATEL- we would have to follow some formal procedures, some
steps, what have you, to move forward. Therefore, in 2009, CGLbr
issued aresolution indicating that users should no longer use port
25when communicating by e-mails, but port 587 instead, through
e-mail servers. Providers should assist users in their migration, and
telecommunication companies would have toblock port 25. All that
based on what we had previously concluded as being best practices
for diminishing spam transmitted from the Brazilian net.

We issued the resolution and began to meet more intensively, on
a monthly basis; meetings attended by 15, 20 people representing
thesevarious sectors. We then noticed that, although providers were
instructing users to move to port 587, communication providers and
telecommunication services suppliers had not decided yet to follow
them because this would depend on a regulation by ANATEL. As
their sector was regulated by ANATEL, they feared being fined or
otherwise sanctioned in case they did violate some regulation.

Demi and I went to ANATEL to see its president at that time.
Though ANATEL was part of the Steering Committee, there had
been some migration. Dr. Plinio Aguiar was leaving and Ambas-
sador Sardenberg was about to take his place. We told Mr. Sarden-
berg that ANATEL, as well as CGIL.br, should issue a resolution
telling the telecoms that they must effectively block port 25 for
the sake and safety of the Internet in Brazil.

This eventually happened. It took a long time, but protocols
within the agency do take time; they pass through the Executive
Council, through a whole branch of technical experts.

In 2010, however, ANATEL’s Executive Council recommended
that telecoms should also block port 25, as recommended by CGI.
br. Things went well, and this was really a necessary step. As I
said before, major access providers had already migrated their
entire customer base. Neither Terra nor UOL, for example, was
using port 25 any longer. They had done a great job, but it was not
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enough that users stopped sending e-mails by port 25; providers
themselves had many infected machines, and they were alot. Sev-
eral providers had made the change, but continued sending spam
through port 25 because it had not yet been blocked.

The ANATEL resolution was a major step, but we tripped up
in the next one. Lawyers representing telecommunication com-
panies, in our meetings, would say: “Look, ANATEL told us to
block it, but what worry us now are our contracts. What are con-
sumers and consumer defense groups, the Procons, going to do
about ourblocking port 25? Contracts do not say that port 25 will
beblocked, and port 25 hasbeen open ever since.” So we launched
a campaign, targeting the Ministry of Justice and its Consumer
Protection Department, where at that time Juliana Pereira was
in charge of the National Consumer Office. We then worked to
convince people that the measure would benefit consumers and
net security. And some time later, in 2012 or so, the Consumer Pro-
tection Department issued a Technical Note declaring that port
25 blockage would benefit the Internet in Brazil. This statement
provided lawyers with the reassurances they wanted, and that no
consumers’rights NGOs appeared to object; not even the Ministry
itself would be able to fine operators for blocking the port.

Thisled ustosign,in 2012, a Cooperation Agreement among CGIL.
br, ANATEL, operators and telecom providers, which was supported
bythe Ministry of Justice and the Department of Consumer Defense,
according to which port 25 would be blocked within 12 months.

Then in March 2012, the year-long process began. We were a
little worried because this would be a progressive project: city
by city, data center by data center, simultaneously performed by
different types of operator: fixed-line, mobile, cable TV, and so
on. How would it affect final users? One day someone who had
not been informed about migration to port 587 might find it im-
possible to send e-mails. So we organized a warlike operation to
determine whether at that time problems were being encountered
because the last thing we wanted was that the process should be
halted in the middle. The agreement even provided for the inter-
ruption of the process in case reactions against it were extreme.

The truth is that, because we had previously started with our
web site and publicity efforts, including press relations and semi-
nars; specialized Internet teams and net managers with technical
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knowledge were all very aware of the operation when the blockage
itself was initiated. Still, there was always some concern that peo-
ple wholived in remote areas, such as small cities in the country,
would start complaining for not being able to send e-mails. How-
ever, anyone could find instructions on the web itself, and the call
centers of providers and operators were not swamped when the
keywasturned. Actually, turning the key was far from traumatic.
We got ready for a much more traumatic change than we ended
up facing. It was a success because all operators managed to close
port 25 within a year and we were able to watch, from one week to
another, how Brazil fell in the spam rankings. We fell from third
to fifteenth place and began to carefully monitor the amount of
spam leaving the Brazilian network according to those lists.
CAF: Looking back on the very beginning of the port 25 management,
where did the development of SpamPots come from? Did they derive from
the partnership with the Federal University of Minas Gerais (UFMG)? Could
you provide more detail about the development of this phase?
HF: We already had a project managed by CERT.br, within CGI.
br, to deal with securityincidents. This project involving fighting
spam and port 25 was only possible because it was operationally
managed by CERT.br. The team that most closely worked with
technical issues was the information security team. They already
had, in Brazil, a project called Honeypots that followed the same
model from abroad.

And how do honeypots work? They are computers plugged into
the network for the purpose of being attractive to attackers and
to collect data about the attacks. This information is used to im-
prove our defenses. So that is a honeypot. Based on this method,
aninternational experiment already applied in Brazil, folks from
CERT.brhired the department led by Professor Wagner Meira at
the UFMG to perform the data debugging work that would later
be known as SpamPots - these are, again, machines set up to be
attacked, a kind of zombie spam machine that, as we found out
later, was able to send spam all over the world.

A series of spampots was then installed throughout the coun-
try on various networks and machines set up only to collect data
on the spammer behavior and on where the spam had been ad-
dressed. And starting with these databases and the variety of
collected information by dedicated machines, it was concluded

76



that Brazilian computers machines were being used, in the in-
ternational network, as mere messengers who would forward
the spam to another location. This was the principle behind the
SpamPots program, in which UFMG got involved in regards to
ID data debugging algorithms for identification data: where did
it come from, where does it go to, what is its language, and so on.
CAF: Would you say that CGl.br' multistakeholder characteristic was re-
flected in this process? If so, what are the advantages and challenges of
this characteristic?
HF: Well, first of all, this Brazilian anti-spam experience, partic-
ularly regarding port 25 blockage, was a classic example of how
amultistakeholder environment can function to promote orim-
prove Internet governance. That is, this project typically shows
how academia, the technical sector (since port 25 management is
atechnical process), end users, civil society and the Internet value
chain; and access and communication services providers, along
with the government, have to work together to attain a solution
for a problem that affects them all.

Could the government have done it all alone? Actually, it could,
butonlyasan arbitraryimposition, not by means of dialogue with
allsectors, as we did. We actually got the government involved be-
cause of the necessity of considering regulation in the process. We
needed ANATEL, we needed the Ministry of Justice, but at this
point, the project was already in motion. Spam is a national prob-
lem. Brazil could not solve it by external means, but must develop
a solution inside its own borders. And we effectively needed the
cooperation of all: from academia, by studying the problem and
recommending good practices; from providers and operators both
doing their part. So I believe that is an example of how Internet
governance canbe carried out according to each service layer and
why it makes good sense to have multistakeholder governance.

CAF: How do you relate port 25 management process to the debate on

net neutrality?
HF: Theissue of net neutrality in relation to the port 25 manage-
ment emerged at the very beginning, even before the drafting of
CGILbr resolution, and it was raised by ANATEL representative
to CGL.br. ANATEL already worried about such debate for it was
about to foster the blockage of something that has always been
open, and that would come to be used as a criterion for the entire
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network. Therefore, it could be seen as a violation of net neutral-
ity. But the fact was that the conclusion, at that time — a time in
which even the third sector was trying to understand wheth-
er there would be any neutrality violation or not — saw port 25
management as a technical measure that could be justified by
the benefits it would bring to the net operation and security. So,
it could be taken as an exception, once it touched net neutrality,
but it would also be seen as a good practice because it was based
on an agreement to which all parties committed.

In fact, neutrality violation is a dubious claim when you block
port 25, since you examine the message header, but not the mes-
sage itself; you don’t investigate message contents. It’s simply an
address. Port 25 is an address field that must be verified by the
routers in order to deliver the message.

Net neutrality violation is a controversial topic in itself. Some
people don’t even consider it aneutrality violation. Undoubtedly,
if there had been a violation of neutrality just because the mes-
sage headers were analyzed, but the issue was so broadly debated
and negotiated and thoroughly thought of that no doubts would
remain about that being amatter for the good of all. That is to say,
it had nothing to do with filtering or prioritizing traffic in some
nontransparent way in order to benefit a particular party.

So, then, what we defend in terms of net neutrality is the trans-
parency of net management practices and that there be no differ-
ential treatment of packages or content. And that was not the case.
Objectively, this issue was a false one. No neutrality violations
were observed and this practice offended in no way the principles
we advocate.

CAF: Some governments, regarding port 25 management, have opted
for issuing an executive, administrative order that had to be followed by
the private sector. It did not happened this way in Brazil, and we had this
long process that had the advantage of being inclusive, while taking much
longer than it certainly would have had it been implemented by a regular
executive order. Do you believe that such a multistakeholder process, even
if it takes longer, ends up achieving better results? Could you tell us a bit
more about this issue involving the quality of multistakeholder procedures
as applied to port 25 management?

HF: The example that comes to my mind when you talk of other
countries which have undergone such measures through a dif-
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ferent approach is that of Japan. Japan has effectively opted for a
governmental decision. There, port 25 was blocked without ex-
ceptions. The Japanese came to Brazil, and we talked with them
just as we were in the middle of our process to understand how
we should block port 25. But Brazilian market culture and reality
are very different from Japan’s.

In Brazil, we have a multiplicity of players, both in terms of
providing access and of providing communication services. To
me, that makes it much more complicated to achieve the same
goal through government intervention.

Both in Europe and in the US, where it hasn’t been globally
done, except through initiatives by certain operators, similar re-
sults were achieved without any efforts of any multistakeholder
entity for Internet governance such as CGLbr. I guess that, for the
developing world and for countries that continue to top the list of
spam traffic, the multistakeholder approach is the best because
it is quite complicated to do it from top down, with government
enforcement, in a highly competitive environment in which you
have different size players. In our case, it took along time because
we had to involve the government. Had there been a purely tech-
nical conviction about the reasons why it could have been done,
everything might have been concluded alot earlier. It took longer
because we had to submit to all those governmental protocols,
but I still believe it is a good pathway for countries that have not
yet adopted it, and which have, currently, taken our place at the
top of the spam lists.

In conclusion, although port 25 management has proven to be
asuccessful project, and it has been the most outstanding feature
from all work by CGI.br working group, the anti-spam project,
infact, all aspects were summed up and each supported the oth-
er. In fact, an important initiative was born from our anti-spam
project and it is still underway: email marketing self-regulation.
Unsolicited commercial messages received by business users are
inconvenient; on the other hand, email marketing teams need to
sell their products. We have always defended that the marketing
teams should not send the first e-mail before having previously
established acommercial relationship with the addressee, or until
users state they wish to receive those e-mails. However, e-mail
marketing certainlyis animportant activity that supports anum-

79



ber of activities on the network. So, email marketing teams joined
the discussions to establish whether there should or not be any
regulation of the sector. One of our colleagues, who had helped us
alot during the process as a provider’s representative, between
2009 and 2010, assumed the leadership of an internal process
amongst email marketing providers to elaborate a code of conduct
for electronic mail sending. Such code would define good practic-
es; and bad advertisers, those who send unsolicited e-mails that
would be characterized as spam, would be punished or warned
by their own trade association. So that’s a result I believe is still
proving itself, but it was a good initiative. We have started to ac-
cept that e-mails be used for advertising, but we have set limits to
individual privacy and preferences, which was considered a good
result from the group’s work.

Education was, to me, another fundamentaliissue. The <antispam.
br>web site supported awareness regarding the spam problem.

We’re not done with the spam problem. We no longer appear on
the list ranking the major spammers, but it remains a problem.
And a problem that affects other media: social networks, SMS.
So this educational effort to raise awareness and alert users is a
fundamental byproduct of what is still out there. We have cam-
paigned to publicize the site, and we have noticed that because
ithad helpedus greatlyinimplementing port 25 management it
hasbecome areference.

So,tome, it was all quite positive, because we have reached our
goals concerning spam. And the whole work left us with, so to say,
an interesting melting pot for future issues, for us to know that
it’s possible to make things change through projects involving
multiple sectors. When we started having spam problems, ev-
eryone said it would be too complicated a problem, one we could
not handle. It is indeed complicated, as complicated as ever, but
we have shown that we can do something about it, and that’s my
conclusion about the whole process.
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2 ® Interview with Cristine Hoepers
and Klaus Steding-Jessen
Séo Paulo, September 25, 2013

Marilia de Aguiar Monteiro: Could you introduce yourselves and tell us
about your work at CERT.br?

CH: My name is Cristine Hoepers, and I currently work as a direc-
torin CERT.br, where I started working as a security analyst. In the
beginning, we used to deal only with incidents of a more technical
nature, but as time went by, work here assumed amore political slant.
I currentlywork with CGLbradvisors, training new professionalsin
the area, and in some projects targeting to raise awareness. At the
time of the CT-Spam project, I worked more in the technical area,
butIwasalso deeplyinvolved in understanding the problem and con-
vincing actors regarding the effectiveness of the proposed solution;
and trying to explain to all actors what it was, mainly to those from
different areas. I guess that was the greatest difficulty we had then.
KJ: My name is Klaus Steding-Jessen and I am a CERT.br tech-
nical manager. I started working here in 1999, when it was still
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called NBSO, before it was known as CERT.br, so I have been here
at CERT.br for quite some time now. As to my current work, I
interact most with our incident response team, but most of the
time I work on projects, on trend analyses, analyzing threats to
the Internetin Brazil, deploying sensors such as spampots. We use
other types of sensors as well. I am also involved in the training
of new incident response teams, a project that began in 2004. I
also advise various CGLbr groups.

In respect to port 25 management, my main task was to ensure
that such anissueraises serious security matters. In the beginning,
people would often say “What does spam have to do with safety?” To
us, that has always been closely associated to infrastructure abuse,
tonet abuse. Independently of circulating spam content, it is, above
all, an abuse of our infrastructure, our network. That’s how we got
involved with spamming, before it came to Henrique’s attention. At
that time, Iwas also attending my doctorate and some points raised
then ended up benefiting the project. An early prototype of these
spam capturing sensors was born there. In my discussions with
CGILbr commissioners, by talking to Marcelo Fernandes, itbecame
clear that we could develop such a project within CGLbr; we had a
tiny sensor there that moved and detected what was happening re-
garding spam. Thatkept growing, and contributed, from the point of
view of the whole project, by producing numbers. In the beginning,
as Cristine said, no one was truly convinced that it really happened
until we came up with shocking numbers. “Look, we have captured
half a billion spam with only 10 tiny sensors installed in Brazilian
networks”. People’s typical reaction at that time was to point that
outasamerelytheoretical problem. I guess our greatest contribution
was precisely totranscend the theoretical level and showing that we
were talking about real, palpable numbers.
CH:Asacomplementtotherole of numbers,somethingwe often heard
before ourinvestigation took place was that the available numberswere
providedbyanti-spam and anti-virus programs manufacturers. Thus,
no matter how strongly we knew we had a problem, we needed some
metric, some neutral data showing that it was real, that could help us
leave the sphere of theoretical issues by demonstratingwhatwasreally
happeningto the Brazilian Internet.Such pointcame outinaconversa-
tionwith Marcelo Fernandes. He said: “Ifitis possible forusto see that
we haveaproblem, then we should carryoutaproject thatillustratesits
magnitude and howitcame about.” The project waslaunched in 2006.
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KJ: In 2006 we began the SpamPots program.
MM: Speaking of which: | would like you to explain what damages spam
causes and, mainly, what were the results of this initial project - the Spam-
Pots project - that consequently led to the port 25 management program.
And expanding the question for your further consideration, | would also
like you to tell us what port 25 management is and why it was chosen as
the main source for fighting spam.
KJ: From my point of view, the image that Brazil projects abroad
has always concerned us. That has always been something we
oriented our steps. Seeing Brazil at the top of various blacklists;
that was something that motivated us to improve the way Brazil
was perceived. We have always attended conferences on security,
I guess since 1999, in which we would hear people saying: “Oh,
but Brazil sends a lot of spam. What is happening? It appeared
amongst some of the top...” Since 1999! And the same thing hap-
pened regarding security incidents: “Oh, but Brazil spreads a lot
of security incidents.” Year after year, due to our efforts to create
alarger number of incident response groups, we noticed improve-
ments regarding security incidents. That happened little by little,
but we did not see the same improvement regarding spam. There
was the same old litany about Brazil being the “The King of Spam”.
I don’t know what you think, Cristine, but that was a great moti-
vation to us: “how can we improve Brazil’s image abroad?”
Another great motivation was that those were not even Bra-
zilian spam. We were living in the worst of two worlds. It was
already bad enough, and we also had foreign spammers abusing
the Brazilian network.
CH: I guess this is the central point. We could not have said: “Oh,
we're getting too many e-mails, we need better filters.” That was not
only about uswasting time, it was about us wastingbandwidth here
in Brazil. We had to deal with the entire operational problem due
toexcess trafficin which all Brazilian IP addresses were becoming
partofblacklists all over the world -- in some of them one could read
“I'wish toblock any e-mails coming from Brazil”. They didn’t even
bother to specify any particular network. Then, we had reached a
position in which the whole world was acting against us by blocking
incoming data from Brazil. That had a very deep impact on us and
we needed to prove that all that spam was not created in Brazil,
but wasbeing sent to the whole world through Brazil by spammers
who were abusing infected Brazilian machines. And there came
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the greatest problem: how can you tell they are doing so? We, who
work on a daily basis on the front line, can see this, but we lacked
anumber, a project that could convince people. And this meant a
double challenge: convincing the technical teams, ataskimpaired
by ournotknowing what project decisions theyhad made and which
could make our project implementation more expensive — we no-
ticed that, but wasn’t sure. It was something we could not explain
why not to adopt, then, if you hadn’t thought of net management,
it could have an enormous impact.

Initsimpact, I guess what counted most was that: Brazil’simage

abroad. I guess that was the greatest political impact we suffered;
the one that led to that Japanese delegation’s visit. They came
to ask us why we were not facing the problem. We were playing
the role of “front men” for spammers on a global basis, and that’s
where network management came from.
KJ: It is necessary to clarify an important context in this story.
CERT.br has this other project called Distributed Honeypots. It
has existed since September, 2003, and aims to assess other things
on the Internet in Brazil, such as attacks and infected machines,
which escape spam detection. This projectis stillunderway, it had
been running for ten years in September 2013, and counts with
more than 50 sensors spread all around the Brazilian network.

So, we already had developed some know-how with the honey-
pots. We knew how to set up amachine that would emulate certain
operations without being manipulated by abusers, but which could
allow abusers to perform some actions as trying to extract pass-
words, which we regard as a strong attack. SpamPots were, then, so
to speak, a specialized variant of this project. Let’s forget all other
kinds of attacks and focus specifically on attacks by spammers:
proxy misconfiguration or misconfiguration of e-mail servers.

Inits first version, SpamPots were nothing but a modification
of what we had set up for the previous project, which used such
services as Honey, a software program and set of scripts that I
wrote to emulate the targeted behavior.

Spammers would start scanning the whole Internetin asearch
for ports. They would run batteries of tests to see whether the ma-
chine could perform certain actions, such as forwarding net traffic
and so on. And our system would reply to spammers as they said
“Yes, it worked.” It would basically instruct the computer, by these
open proxy ports, to connect to the e-mail server to a particular
destination and we would answer that “Yes, your command was
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completed, what would you like to do now?”

Obviously, it never got connected to anywhere; it kept spammers

trapped in asort ofloop. When theybelieved to have reached their
destination, however, they would begin to inject spam messag-
es. This was the first version, which started as a test and after a
conversation with Marcelo Fernandes, it began to be installed in
broadband machines. We really wanted to recreate this residen-
tial computing scenario which emulated the use of Windows on
an infected broadband connection. And that was it. We chose five
operators at that time and to each one of them, we used a different
access modality — fixed IP, residence to residence, dynamic IP to an-
other...and that’show we set things up for each of the five operators.
CH: Wewanted to have six ones, but we never succeeded in activat-
ing connections with Oi, which was still Brasil Telecom at the time.
KJ: Right. And it was a hundred percent voluntary work. Then
some CGI.br board members placed machines in their homes,
such was the case of Carlos Afonso, even Henrique Faulhaber and
Marcelo Fernandes. We had alittle machine in which we installed
Unix - OpenBSD -- and avolunteer would take this machine, plug
itinto his or her broadband connection and leave it running. And
they still had to put up with my constant calling whenever the
connection went down.
CH: Why did we choose to do it? The operators did not know that
we were taking measurements. We wanted metrics without letting
operator’s devicesknowthat. A second consideration is that we really
wanted to simulate an actual situation: a real broadband, in a real
users’ home, where sometimes energy fails, or someone disconnects
acable; areal machine, but from which nobody was actually sending
spam. We wanted to make the experiment offer the most experiences
possible and that it did it through the most credible way.

Atthattime, service quality problems began to come into light.
We still didn’t have SIMET, the broadband project, but we had a
few reports.

KJ: It was with Carlos Afonso, in Rio, with Velox, that it became
clear. You could not navigate 15 minutes in arow with that thing,.
And it was the broadband that failed. You would call them and
ask them to reset the modem and to do this or that. It was the
beginning of the quality movement. Remember Mariana? What
was it? AJato? The service never went down! It was more stable
than many data centers, in fact.

CH: Thinking back on the project, what did we want to measure
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there? A spammer-free machine. Itisimportant to remember, once
you mention proxies, that it is very difficult to explain which ports,
which services we were emulating. A proxy service: you have your
computer at home and want to share your broadband. A lot of mag-
azines will give you tips on how to configure this, that or some other
standard that opens to any Internet user to access your broadband.
Today, most malicious code infects the machine itself, mainly the
botnets, which exploit several services. One thing that they always
do - they can rent one - is to open a proxy port dedicated to do this.
That’s what we emulated. We did not emulate any technique
for sending spam, but rather what techniques spammers used to
remain unnoticed. Then we could state that the problem existed
on alarge scale, because the spam volume in those ten machines
shocked everybody. I believe that today, after having completed
our internal scripts, we have done so on a global scale.
KJ: No matter howbig problems were; we had 10 machines collecting
datafor 15 months and 500,000,000 spam messages were captured.
CH: Incoming spam, mind you! They would have produced 10
times more spam messages, once each spam was loaded with 10
final destinations on average.
KJ: Sometimes it became a problem even for us. Spammers con-
sumed so much of ourbandwidth that our own server couldn’t collect
data. We had to develop aqueue systemin order to prioritize our goals
over the spammers’ ones, otherwise we could not collect the data.
CH: Another issue was often raised in our discussions on port 25:
broadband is asymmetric. That is, you have a certain amount of
download speed, and providers trynot to tell you the upload rate, but,
today, you won’t have more than one mega. We saw that spammers
would have it all; they would overload your upload rate because of
the amount of messages leaving your machine. It ended up affecting
the entire user experience. Users would not be able to keep a stable
connection, could not manage to upload anything into a social net-
work. Spammers were, then, completely flooding users’bandwidth.
Here comes something that was discussed as another effect,
the bandwidth effect. Spammers were consuming more than
just users’ upload capacity. Then we have the study by UFMG.
They worked on e-mails data-mining and also analyzed e-mails
languages. We have not only seen that 99% of the IP connections
came from abroad, but also that 90% of the messages had foreign
destinations, and in the Chinese language. It became clear those
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were people from abroad abusing our structure.

KJ: China and Taiwan.

CH: Nearly 70%. And what happens today? We can see a chang-
ing international process. We see that Brazil suffers from fewer
abuses, but that spam flow keeps migrating. It is that same old
story, a measure that will make spam more expensive from the
moment all countries have adopted it. It became more costly for
spammers to remain anonymous. And spammers aimis not tobe
identified; they are always looking for victims.

Everybody suffers in this chain of events: providers’ IPs get
blocked; users see their modem lights blinking without knowing
whatis going on with their bandwidth. It’s awhole bunch of things.
So, if we manage to make things harder for spammers to abuse,
they will have to employ more costly techniques, which are not
more costlyin financial terms, but in terms of time, effectiveness,
and in the amount of spam they will be able to send. They’ll have
to create passwords, or some easily detectable accounts.

KJ: Emphasizing something you said, something that was not only
important to highlight the amount of abuse, but that became crystal
clear, it was that the final destination was port 25; no matter which
otherportwasbeing abused, spammers always wanted to get to port
25. They would come in by using a malware, by exploiting any mis-
configuration on users’ e-mailing sets,and would try everything, al-
ways towards the same destination: port 25. There theywould find an
e-mail server for spamming. That was something quite bombastic for
us to demonstrate: that port 25 management would be devastating
for spammers. It was something that did not only show that abuse
existed, but also that they all share the same goal: reaching port 25.

At first, some operators said it would be better to block the in-
coming connections addressed to the proxy, and we discouraged
them by saying: “look, I had 30 today!” It doesn’t matter where
malware was loaded, but its destination must be port 25, or else
it cannot interact with an e-mail server via such port, which is
the SMTP standard.

CH: In 2005, when CT-Spam began, while discussing it with
Rubens Kuhl, we ended up publishing a technical document about
what could be improved. At that time, we had already raised the
issue, though we hadn’t named it "Port 25 Management” yet be-
cause itwas something that had justbegun tobe discussed among
Internet Service Sroviders in the world, and here, in Brazil, we
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were the first to recommend it in a document. Later, in 2005, a
recommendation titled “Port 25 Management” was issued?.
MM: Where did this recommendation come from?
CH: It was a MAAWG (Messaging Anti-Abuse Working Group)
recommendation, but it all depends. Japan calls it OP25B (that
is, Outgoing Port 25 Blocking). The first challenge was to define
a topic that would not frighten managers. Blocking always does
that. Itis amatter of technical terms versus nontechnical terms.
Intheend, it relates more to management than to blocking. If you
blockit, you put an end to e-mailing. It was necessary to differen-
tiate users from servers that transport and exchange messages.
MM: Could you explain the management itself?
KJ: We had that experience in all our meetings with journalists.
It was incredibly hard to explain.
CH: One of the most difficult parts of the work was explaining
port 25 management.
KJ:Twould putit this way: in every e-mail system, there are basi-
cally two services we need to understand: submission, that relates
to users sending an e-mail to a server; and a second service that
relates to the transportation of e-mails, that is, servers talking to
servers. Port 25 management makes such division of functions
evident, and works as an enforcer that only allows the submission
of e-mails by some networks, such as the residential ones. Then,
basically, what port 25 management does is to prevent trans-
portation of e-mails, because it makes no sense that we speak of
transportation by aresidential network, since there are no e-mail
servers there. So, it serves to guarantee that submission will only
happen on networks with a residential profile, 3G, Dynamic IP,
and so on, and that transportation be made by other nets. It is
basically designed to force it to happen only in that way:.

Before port 25 management, on well-behaving networks, this
would not happen; in bad-behaving networks, you would have
machines there, which are actually performing transportation
and trying to communicate to a server instead of trying to reach
anintermediate in order to submit — and submission implies au-
thentication. Separation and enforcement between quite distinct
activities such as submission and transportation.

2 MAAWG, "MAAWG Recommendation”: Managing Port 25 for Residential or Dynamical
IP Space Benefits of Adoption and Risks of Inaction. Available at: <http://www.maawg.
org/sites/maawg/files/news/MAAWG Port25rec0511.pdf>, accessed on 12.10.2013
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CAF: | see why journalists got scared.
KJ: We spoke about ports and the guys would ask: “What is aport?”
CH: 1 guesswe tried toimprove the way we defined port 25 manage-
mentover theyears. Every time we had meetings with someone from
anon-technical field and every time we had any change of representa-
tivesin our port 25 management group we had to explain it all again.

And there is something I am not sure whether to mention now or
not, but that became the core of our working group. In 2005/2007,
we recommended, we were still working. We were trying to takeitto
CGLbrand say that it ought to be implemented through a more polit-
ical process, and they would keep saying it was a technical decision.

And meetings were indeed took place in 2009. I guess something
important happened when they published the article “Brazil: The
King of Spam”, which had a huge impact. It was published in a lot of
American newspapers, on the media, and that was when we realized
thesize of itall. Everybodywas lay awake thinking, “Buthow can we
donothingaboutit?” Irememberthat CGLbr coordinatorat the time
telling me to write an article contesting the fact.

At the time, we were oriented to deny such information. And I
wrote an article explaining that we did not have spammers, that
it all was about net abuse, and I tried to link my arguments to the
SpamPots program’s results. That was the final push for an internal
CGLbr meeting, restricted toboard members. It was then decided
that we promote a formal meeting to see what happened, once it
had gone beyond control, we were amongst the top 10 and, sudden-
ly, we reached the top position in all lists The article “Brazil: The
King of Spam” was what provided an inflection point to general
behavior. Technically, verification would be simple: to separate
submission from transportation - technically simple for us. Sep-
arating submission from transportation never caused problems to
anyone. Downloading e-mails from your provider needs one of two
protocols: IMAP or POP. You use some other method to download
incoming e-mails, but the submission process was what created
most stress. But to create such division, and move users from port
25 for authentication to port 587, it could only be effective if those
who provided connection could block traffic out from port 25. That
gave us alot of work because of that same old story: that you first had
tomigrate users, and then have specificcompanies implementingit,
given that here in Brazil there is no such thing as one and the same
company providingboth connection and e-mail. We have seen that
in some countries - in the USA, Comcast was the first toimplement
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it,in 2003, followed by AT&T —, they used to say “look, you are my
client,doyouwish to send e-mails from here? You can even continue
to use port 25, but if you don’t, the responsibility is yours.”

Here in Brazil, it was alittle more complicated because operators
said that they could not provide e-mail, and that they had no means
ofblockingit. Telefonica users have n providers, Vivo and Oi clients,
Internet viaradio clients in the backcountry. So, it was necessary to
promote such anecessary coordination so as not to upset Brazilian
users,and no one could be prevented from sending e-mails. It was log-
ical,in away: first, to migrate providers and users to anewport, which
basically meant opening up the e-mail client and changing the port,
which is not acomplex task. And, then: to effectively implement the
blockage. And here comes what we only know because of the meet-
ings - “Because I can’t”, “Because I won’t”... Our regulatory model
had this particular difficulty: different operators ought not to do it
much before or later one another and so such coordination among
actorswas needed —between those who provided e-mail servicesand
those who provided connections, no matter whetherviaradio, 3G, etc.

Additionally, while the process was being studied, we used to see
inthe media: “Then we are going to block port 25!”, and we had to say:
“No, payattention, itkeepsbeingused for transportation, it continues
in use”. And then some specialist, who didn’t know very well what
we had proposed, would showup and declare his opinion: “Thatisan
absurd! The guys want to block services from port 25? That will put
an end to e-mail service!” Yes, it will end up transportation, right?

Differences between submission and transportation were not
clearto everyone. Knowing who did what regarding e-mail services
access ... Our discussions made aware how difficult it was to under-
stand numbers. Those who provided connectivity did not know how
many e-mail providers existed out there. Theyused to think: “Idon’t
knowwho’s on the business, then, I won’t be blocking if I'm not sure
whether my users have alternatives for submission”.

There were also doubts regarding web mail. We said, since the
verybeginning, that web mail would not be affected. Even to ma-
jor providers, such as Terra, it was still not clear who used web
mail and who used another service. In short, it was all about them
saying that theywouldn’t do it, wouldn’t turn the key, unless their
competitors did it too and all users had already been migrated.
CH: And that’s when it began: if telecom providers will not do it,
we will not migrate users.

KJ: Each was waiting for the other to move, and nothing happened.
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MM: The next question is about the coordination of actors. Initially, it
involved the Internet connection providers and telecommunication com-
panies; they were the first to be contacted after CT-Spam implementation.
So, in the beginning, was it thought to be a coordination of actors from
different sectors or just a collaboration of technical sectors?
CH: Good question. I guess we hoped not to make it so bureau-
cratic. That was a technical measure, a complex action taken as
awhole; today they implement several filters in their structures;
we have already attended several meetings.
KJ: Our general view is that there are several good net practices
tobe adopted, and we guessed that really meant implementing a
good practice: to prevent residential users’ machines from being
infected in order to send spam. We imagined that half a dozen
meetings with people from a more technical staff would do, that
theywould be enough to ensure how much spamming represented
awaste of net traffic and bandwidth, and that it was bad for them.
We believed it would make them join the initiative, and turn the
key. But the opposite happened, even when we talked to people
from atechnical background.
CH: I guess that, now, you are about to mention the problems we
faced regarding the beginning of our relationship with different
actors. Actually, before CT-Spam was set, we had held a meeting
with the operators’ technical staff and they said, “You have con-
vinced me, but we need to consult with our attorneys and our
commercial team” or else: “Will I have to add costs to my budget
for equipment replacement?” There were many difficulties and
the project didn’t move forward.

Many said they would only do it if Telefonica or NET also did it.

Suchaposition progressively prevented us from moving further,
even in meeting that were 100%technical. After meetings with
Henrique Faulhaber’s participation, however, the technical staff
changed places with the companies’ managers.
KJ: Just to link such difficulties to port 25 definition, I sincerely
believe that many people who attended these meetings, even from
the technical staff, found it difficult to comply. I guess that many
of them did neither understand how e-mails work, nor did they
understand parts of what we were saying. Many left the meetings
indistrust: “These people are crazy! They want us to block aback-
bone port?” Evenin the technical meetings, it took along time for
them to understand that it was not in the backbone, but only on
the net, on residential nets, and only for outgoing connections.
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CH: That was when they started demanding the presence of legal
and regulatory representatives. When regulatory, commercial
and legal sectors’ representatives joined in, the discussions start-
ed to overlap with debates over the Marco Civil. So we reached a
point where all discussions ground to a haltin the face of several
obstacles. We got used to hearing “We are only going to do it if our
attorneys say it is okay”. And finally, the attorneys said it was ok.

We began to hear such remarks as: “We could only do it if the
major content providers, and the Procons get involved too.”
Telefonica said it would have to involve all the country’s 600
Procons, but once its representatives stood alone in the matter,
we suggested that we invited only Sao Paulo’s Procon.

Atthispoint, some representatives said that we should, then, also
bring IDEC - Brazilian Institute for Consumer Protection (Instituto
Brasileiro de Defesa do Consumidor) and Proteste — Brazilian Asso-
ciation for Consumer Protection (Associa¢io Brasileirade Defesado
Consumidor) in,and someone mentioned the State’s Attorney Office
(MPF). It has never been too clear for us whether such claims, to
bring everyone in, were true, or were nothing but procrastination.
And at a certain point, meetings always had someone around the
table who claimed to be regulated by ANATEL.

A cooperation agreement was signed by ANATEL; first regarding
telecommunication operators, and later involving other participants.

However, we kept facing claims which advocated that, if youstand
for net neutrality, you cannot manage port 25. No one will benefit
fromit, the rule will be the same to all, no service will be impaired -
there won’t be any detrimental consequences for anyone. And even
afterthe agreement was signed, itsimplementation took still awhile.

Port 25 managementwasbeingimplemented in Europe and North
Americabyalarge ISPsworking group called MAAWG.Ispentalong-
time talkingwith MAAWG’s chairman and could askhimif there ex-
isted any case studies that showed the benefits of its implementation,
the economicbenefits for providers, and he said there wasn’t because
such measure was so obviously beneficial for providers.

In the meantime, here in Brazil, people could only see problems,
such as: “Thiswill cost us toimplement, don’t you have any studies?”
Financial issues were never much spoken of, and in order to produce
metrics, it was necessary that operators themselves generate figures,
and didn’twant to do that either. We spent almost ayeartalkingabout
metrics and numbers, but no one wanted to share any information.
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CAF: Cristine, why do you link this moment to the Marco Civil?
CH: Actually, what we observed had a more retrospective nature,
having to do with timing. When was MCI (Marco Civil da Inter-
net) presented to Congress?

CAF: It was opened to public comment in 2009 and forwarded to the

Congressin 2011.
CH: 2011? At that time, we were facing the same debates we face
today: ANATEL wanted to regulate the Internet. We saw opera-
torswielding a great deal of influence by saying they would only do
something if it was regulated by ANATEL. Even in the end, after
the cooperation agreement was signed, many said they would do
nothing without being regulated by ANATEL. It reflected their
desire to have ANATEL regulate the Internet.
KJ: At that point, many of those representing operators were
responsible for the regulatory sector. They feared that users’
complaints would make ANATEL take a position against them.
CH: Idon’tknowifit was due to MCI or not, but in 2010, after public
debate of the measure, this need for regulationby ANATELbecame
much clearer. One could view this as a means of political leverage to
force ANATEL into regulating the Internet. But why regulating it?
Legal departments said that if users complained to operators, they
would have to formally register their complaint with ANATEL.

Several stages followed - ranging from people saying that aletter

from the president of ANATEL would suffice to others claiming for
regulation. Mr. Sardenberg issued the letter, but for some, it wasn’t
enough. As always, the representatives who claimed regulation by
ANATEL cameeitherfrom SindiTelebrasil or some specificoperator
and these were the ones who wanted ANATEL to regulate it well.

MM: But this spam study involves analyzing telecommunication networks,

doesn'tit?
CH: Itis amatter of TCP/IP. It will pass through the router, but some
operators implemented port 25 blockage of outgoing traffic in the
CPE - Consumer Premises Equipment, in the modem of home us-
ers; others did it in their concentrators. I don’t know whether some
implemented it in a router, but in any case, it is a TCP/IP filter that
isnot foundation to the Internet; that would be telecommunication.
KJ: During discussions, there was a well delineated distinction
between telecommunication, and at this point, ANATEL is in-
volved in addition to the Internet part, TCP/IP and other pro-
tocols which do not involve telecommunication. . I am not sure
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T understood your question properly, whether you really believe
thisis related to telecomsor...

MM: Whether that was why companies were pushing for ANATEL's approval ...
KJ: Technically speaking, we are referring to TCP/IP, ports, Layer 3.
CH: It makes no difference whether it comes by cell phone or
smoke signals.

KJ: Thatis the Internet. I agree with Cristine: it does not matter the
media it is implemented in. I, too, believe the debate had to do with
networking, TCP/IP, and nothing to do with ANATEL. ANATEL’s
prerogative in the whole story is another discussion entirely.

CH: There are users having problems on the net and some would
call ANATEL. Even at CERT.br, we receive e-mails that read “T’ve
e-mailed ANATEL, mybroadband is suffering several attacks and
they told me to talk to you.” We don’t really know what ANATEL
does with the complaints about the Internet they receive.

Yes, there could be users with problems that would indeed call
ANATEL, their telecom provider, or even Procon. A serious matter
of concern was the involvement of actors.

In 2009, we came to a point in which we advocated the involve-
ment of amore politically oriented team. At that point, however,
theybegan to insist on economicissues, on high costs, asareason
not toimplementit. And while alot was being said about damages
to users, we started to hold meetings to explain the technical as-
pects. Akey momentwas when DPDC - Department for Consumer
Protection and Defense (Departamento de Protecéo e Defesado
Consumidor) joined us; it was when things started to move again.
KJ: Tous, Marilia, it sounded more like a stalling measure. When
we were getting closer, there would arise an obstacle such as our
having toreach a certain percentage of migrated users. It seemed
thiswould never happen until UOL reported it had migrated 100%
of its users. Then, someone would say: “No, we have to have the
letter from ANATEL.” So for us, it always sounded like a delaying
measure, although we think it would be unfair to generalize.
CH: Even when we brought consumer defense into the debate,
they said we needed DPDC; we brought DPDC in and they said a
technical note would be required. And it was never like: “You have
this whole bunch of things to solve”. They would always bring a
new issue in every time you presented a solution.
KJ:Ttalsolooked as though they were not being well advised. Not
everyone from the technical staffwas convinced that the problem
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would be solved, though they didn’t talk about it.

CH: We got to a point in which all the obstacles had been placed
and we onlylacked the Cooperation Agreement to be signed. Then
operators sat down with us and said theywanted ANATEL toreg-
ulate it. This happened when Levy joined CGI.br, embraced the
cause and pushed it to a conclusion in late 2010.

We attended a SindiTelebrasil meeting with all the operators’
regulatory Vice Presidents to hear memorable statements such
as: “No, port 25 management is like an herbal tonic: it won’t do
you harm, but could do you some good.” And then one operator’s
Vice President said: “But it seems to be really good, why haven’t
you implemented it yet?” To me, that was the peak .

KJ: This was very frustrating for us. We wrote that document in
2005, proposing good practices...

CH: Brazil was the first country to formally propose it...

KJ: And then listening to Japan asking us why haven’t we already
implemented it five years after having written the paper? It took
Japan six months to implement it. We know that the Internet was
instituted in adifferent way in Brazil, the Comcast case was much
simpler: if you provide both the technical means and the service,
itis a much simpler decision to make.

CH: It is interesting to see how it works in Norway. We do some
research within our group for CERTs around the world and they
said they had already heard about that. Theyrecalled receiving a
statement from operators announcing that they would implement
it because spamming was too high.

Essentially, that’swhat we so naively expected: it is so technically
simple, so cheap to implement, and brings enormous benefits. For
example, one of the operators said, during abreak in one of our meet-
ings, that it had set up an entire international management area to
establish cooperation and to remove their servers from blacklists.
They asked us for tips on how to be taken off such lists.

And they had been there for two years! We showed them some
of issues and metrics, and got no response. And they were spend-
ing money, creating new costs by establishing an international
management area.

The only clear exception is Sercomtel, which in 2006, after our
recommendations in 2005, implemented it and also to present a
report on why they did so.
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3 ® Interview with Demi Getschko

Sdo Paulo, Brazil, September 25, 2013

DG: My name is Demi Getschko, I am an electrical engineer, a
graduate of Sdo Paulo’s Polytechnic School in 1975. It was there
that I received my master’s degree and doctorate as well. I have
been involved in networks since the mid-1980s, and especially
at Fapesp — (The Sdo Paulo Research Foundation) (Fundacio
de Amparo a Pesquisa do Estado de Sdo Paulo), where we made
the first Internet connections, and since then I remain involved
with networking. Port 25 management was brought about when
we felt embarrassed at the notoriety Brazil had gained on spam
blacklists. So, we decided to dive in the problem, to understand
its motives and to see how we could avoid it.

Carlos Afonso Pereira de Souza: Could you explain what port 25 is?

DG: Port25isaportusedbythe protocol known as SMTP, or Simple
Mail Transport Protocol — a simple protocol for e-mail transmis-
sion. Like everything else on the Internet, it is simple and in some
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ways, it emulates the collaboration process we see on the Internet.

Then, what is port 25? Through port 25, any machine can ac-
cess others by using this port. The machine will send a “hello”
and ask the other to send an e-mail for you, that is, you will be
asking the other machine to forward an e-mail to someone. Then,
it was perfectly acceptable on the Internet - that you depended
on help, in the middle of the way, to send an e-mail to someone.
And thisis the basis of SMTP. Only that is, of course, an open port,
aninvitation for abuse. We did not know whether there would be
abuses or not; we did some research on what was happening with
Brazilian spam. This has probably been relayed by more than one
person: we found out that Brazilian spam was notin Portuguese.
Then, through the use of honeypots, machines designed to attract
spammers, we observed how much spam there was. One could
then see that machines were being used to forward large amount
of e-mails coming from some place in the far East and returning
there. Such e-mail hit the machine and was sent to as many des-
tinations as could be found in the users list, and returned to Asia.

We saw clearly that those e-mails were not national - they didn’t
have a Brazilian origin or destination. We functioned as areflector,
and the easiest thing to do was to swap out this port for anotherone
with password authentication. You can also ask a password-authen-
ticated port to send e-mails and so on, but if you don’t know the
password, let’s say that abusers will try to find another machine
that does not require a password and you become a harder target,
youno longer are amongst abusers’ first choices, once your machine
doesn’tleaveits port 25 open. Then, you are nolonger a target, and
thismade us fall below the 20th position on spam blacklists, which
is proportionally even better, because Brazil had regularly been
rated either in the 8th or 9th position. We were above the average
predicted by our size and our major participation on the Internet.
That, in brief, is a description of our process.

By doing so, you suggest something that could be considered a
restriction on things that were expected to be open on the Internet.
From amore negative point of view, you would be violating net neu-
trality, which contains, since its origins, in several RFCs (Requests
for Comments), the possibility of being violated. And the answeris
simple: we are actually suggesting an exception to network neutral-
ity, because it does not in fact refer to neutrality, but rather to an
abuse. By closing port 25, we don’t eliminate any Internet charac-
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teristics. On the contrary, e-mails keep being sent collaboratively,
we are just making it more difficult for those who intend to abuse
port 25 to send unsolicited messages. This represents a beneficial
exception to the neutrality principle, and is fairly well justified. Such
reasoning can be used in eventual discussions on neutrality, the
Marco Civil and related topics, to demonstrate that rules are more
justifiable by their exceptions than by their formulations.

CAF: Some respondents say this is no neutrality violation because content

itself is not accessed; what we have here is just an analysis of addresses.
DG: Ifyou close the VoIP port, for example, you don’t investigate
content of messages, but you prevent the guy from doing so. Just
as when you close Telnet or TCP ports. In short, these are neu-
trality violations because you are eliminating access to a stan-
dard port... well, not eliminating. You are just requesting that a
certain Internet standard port not be accessed for some reason.
So this is no neutrality violation in the sense that you went there
and vetoed the contents of some messages. This because, when
you combat spam, we believe that fighting spam should never be
done by defining its contents. If we try to fight spam by the con-
tent of messages, we would be walking into a dangerous pool of
quicksand. We define spam by the behavior of the message and not
by its content. At that point, in my view, we had some neutrality
violation because we asked that a certain Internet standard port
not be used anymore for the general benefit of users.

MM: Then, not analyzing content is a question of privacy?
DG: Not analyzing content is an issue that establishes that con-
tent should neverbe analyzed in intermediate instances. The only
party allowed to access content is the recipient. For example, asa
recipient, I have the right not to receive adult-themed messages
and I install a filter. No intermediate party has the right to say,
“Oh, this message is not good for you!” Only I can do it, being
the final addressee -it could be a man or woman responsible for
his/her family who could prevent children from watching this
at home. But this is up to the final user, who could be a family or
the responsible for afamily. And this guy is the one that can filter
unwanted messages: “I don’t want biased e-mail, or adult content,
or I don’twant toreceive jokes”, In short, these are users’ decision,
and no intermediary can engage in this kind of filtering unless
authorized by end users to do so.
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MM:

So privacy issues were not addressed in discussions on fighting spam

or on port 25 management?

MM:

MM:

DG: No, privacy never came up. We never defined spam in terms
of whether it was commercial in nature or not. We think of spam
as something you receive without having solicited, something
you are not interested in. There might be something that inter-
estsyou. In early Internet days, we used to say “This spam thing,
it’s so cool, because I never receive anything and suddenly, I get
something funny, sometimes some attractive bargain.” So, in the
beginning of the Internet, when the net was slow and you received
no e-mail from anyone, at that time one could find someone say-
ing that wouldn’t mind getting some trash, because sometimes I
might get interested in something. Obviously, as time passed, it
became a large amount of trash, something you didn’t like any-
more. But we define spam as something unsolicited, no matter if
the message itself is great or not.

Isn't port 25 blockage imposing limitations on commercial freedom?
DG: You might say it imposes a limit on such a right, but in fact,
if you think well about it, using port 587 will cost nothing, once
itis as open and cost free as port 25, it only requires a password.
Therefore, there won’t be any business limitations. I guess, for
example, that e-mail campaigns that lack the “opt-in” feature,
that do not offer users the right not to receive them, constitute
spam. You should never be able to advertise to anyone without
their previous consent. You may well characterize acommercial
activity as spam; it belongs to a grayish zone in respect towhether
or not you should stimulate it. Users are more entitled not to be
harassed by spam than I am to sending them. Obviously, I have
the right to send e-mail to whomever I wish, but the person has
the right to refuse delivery.

Were such measure implementation costs somehow viewed as a

barrier for implementing combat on spam?

DG: No. In general, people do not feel we all save money by doing
so. Operators surely waste a lot of bandwidth sending spam here
and there, so, bandwidth is unjustifiably costly. The first issue is
economic. End users also save when companies don’t absorb costs.
Over the last mile, the end user also calls for savings that the pro-
vider refuses to assume. Danger lies, of course, in your closing a
port like this without previously informing users who use down-
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load and upload e-mail, use e-map interfaces and so on. Users must
be warned to change ports in their definitions, otherwise there is
arisk that users stop receiving e-mails for a while and complain.
For this reason, we managed the process very carefully and held
awareness-raising campaigns. Users were informed by providers.
We also called in people from Procon and the Ministry of Justice,
because providers wanted tobe sure that they would notbe sued by
suggesting users to change ports — and some e-mail got lost in the
process. They feared the risk of being blamed for it, but the opposite
happened: they were actually complimented for that. I believe that
was an unjustifiable fear, but one is supposed to prepare for risks.

MM: What about the delay inimplementation? What can it be attributed to?
DG: First of all, this is not something that can be rapidly imple-
mented. Let’s say you have 200,000 users and 50,000 of them use
e-map or some other form of messaging. You will have them all,
one by one, reconfigure their port before you close the old one.
Configuration is a time-consuming task.

Later, we had a legal phase in which providers began to wor-
ry about liability, whether they might be liable in all of this. A
consumer could tell Procon, “They ordered me to it, but I don’t
know how...” So we consolidated our communication with the
Ministry of Justice, the Procons, and so on. There was arhythm,
it could have been carried out faster, but it also required focused
caution. First, we observed the results of those who had already
implemented it and used them to stimulate others to do so as well.
Some operators started earlier as Brazilian e-mailing operators,
Internet content operators; they started earlier. It became evident
that this was not complicated, and from then on, people moved
faster and faster. It became a flow. We hope that the same will
happen with IPv6 as well but I don’t believe it will.

CAF: And how is it going, this IPv6 relocation? What to expect?
DG: Regarding IPv6 implementation process, we have, in our fa-
vor, the fact that we are not the first place in the world where IPv4
has come to an end. There is no more stock in the Asian domain
registry, the APNIC. In Europe, I gather that RAIP announced
the end of the final block this April (2013). So, the Asians and the
Europeans moved before us in this process. The next region due
torunout of addressesisin fact Latin America along with North
America. It is difficult to know who will run out of them first be-
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cause North America is a major consumer, besides exhibiting a
powerful legacy. Africa, in that it has a large reserve and little
consumption, will be the last.

We are constantly mindful that such things are not interopera-
ble. IPv4 and IPv6 are different. You will have IPv4 here to reach
the IPv4 world, and IPv6 to reach the IPv6 world. The truth is
that you won’t have to have an IPv6 domain, you will automati-
cally receive an IPv6 when IPv4 addresses are done. So, the next
wave of users will come using Ipv6. If they don’t find a world that
can communicate in their language, which is IPv6, their Internet
experience will be bad, broken, truncated.

Let me give you an example: everyone pays income taxin March
or April by using <receitafazenda.gov.br>; you use the system
and it works. If you are a fresh user who will access it in January
or February though PNBL - the National Broadband Program
- orwhatever the case it may be, and you receive an IPv6 address
because there no longer is IPv4, if you get to <receitafazenda.gov.
br>, will you be able to access it? Not today. It means that few Bra-
zilian sites work with IPv6. To give you an example, today we have
the Federal University of the State of Santa Catarina; another is
UNESP, that works well with IPv6; I guess the State of Ceara has
an e-government site that works well. We have a program called
“Validator” that enables you to write sites’ names to see whether
they already respond to IPv6 or not.

Major portals already respond to IPv6. If you are a UOL user, they
respond; so does Terra and, of course, all of international services
such as Google, Facebook, because those people are not asleep.

‘We have a very important problem to be addressed. It concerns
the sites that offer services to citizens, governmental sites from all
instanceswhich, in general, are not paying attention toit. CGLbrhas
justissued aresolution aimingto stimulate people to pay attention to
it: sand is flowing in the hourglass and IPv4 time is coming toan end.

CAF: So is there a parallel between port 26 management and IPv6 re-
garding communication, education and partnerships?
DG:Ireally don’t see aparallel between them. After all, you have
to convince people who don’t see. I mean, at this point, the pro-
cesses are equal. The impression is “We are doing fine; why do
we need this?” I hope, in this case, that international paradigms
be even more important than our pressing. If you keep insisting
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thatisimportant, theywill adopt it slowly, but once they perceive
things are changing abroad, it will be different.
MM: Do you believe the same happened to port 25 management, whose
blockage CERT.br has been suggesting since 2005 as a good practice,
but was never speeded till 2010, after a Japanese group stated that Brazil
needed to implement it?
DG: What we actually showed the Japanese government, when
they came here, was the differences in our closing port 25. They
had not come to tell us Brazil had to doit, they came to tell us how
they had done it. And we used it to tell people here: “Look, they
have had good results over there.” That was very interesting for us:
the first thing operators used to say was “we cannot do anything
unlessitis regulated by ANATEL; we are telecom operators and
have to answer to ANATEL.” We drafted a document, signed by
ANATEL coordinator, Mr. Sardenberg, and by CGLbr coordinator,
Mr. Gadelha, that emphasized the problem. Soon arrived Levy, a
representative of the telecoms who picked up the fight by saying:
“If telecoms don’t sign this individually, I will sign in the name
of Sindi Telecom, SindiTelebrasil and so on”... It was then signed
and all arguments against it were defeated because it became
clear that it would not expose them to risks, but rather to praise.
Everybody was happy in this stage became history.

Now we hear arguments such as: “You see? If we had the Mar-
co Civil then, nothing could have been done because it violates
neutrality.” It has nothing to do with anything, but an argument
isan argument.

CAF: What about “We'll remove control over port 25 if the Marco Civil is
approved.?
DG: Exactly. Theywill open port 25 supported by the Marco Civiland
they saynothingwill happen. If you open port 25, spamwill gradually
return. Itwon’thappen immediately because youhave to change the
portinyour PC to port 587. If they threaten to do so, they may do it,
no problem. But we, of course, don’t want them to do it.

As to IPv6, we are rooting for signs of progress. It’s not trivial.
What happens on the Internet, and this is both a good and abad
thing, is that it always defends itself so as to guarantee its own
survival. IPv4 was supposed to have ended in 2001. Why hasn’t
that happened? Because someone came up with something call
NAT, whichis that thing you use on the router free networks. For
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example, net 10. Everybody uses net 10 in all local nets. Net 10
was eliminated from manual routing for an IETF RFC. So what
does this mean? You walk away with 8 million repetitive e-mail
addresses, leaving only 3 or 4 in the port. You have save a lot of
addresses. Instead of needing 8 million addresses, you use only
8, because you have hidden millions in each one of them. Such a
tactic added 12 years to IPv4 lifespan.

And nowwe face another maneuver, known as the double NAT.
There, instead of gathering an ocean of unique addresses, you get
these unique addresses and create several ports amongst them for
the same translation. You get a simple IPv4 and, besides hiding
anentire IPv4 netbehind it, you can still map it for IPv6 by using
different ports. Itis not very good, it’s called Double NAT. Butit’s
away of stretching it a bit, of giving some more lifespan to it. It
would have been ideal if we had created the IPv4/IPv6 double
approach while there still was IPv4 enough. That would have been
painless and trivial. Now we lack enough IPv4 addresses and have
to use the Double NAT. But this is a technical approach that we
don’t have to use; there are various alternatives...

CAF: This publication would like to emphasize the participation of various
sectors, actors and agencies. Among the governmental representatives
in port 25 management, do you recall any entity, any governmental rep-
resentative that has played a significant role?
DG: ANATEL is not exactly a governmental department; it’s a
regulatory agency. But ANATEL immediately supported the CGI.
brinitiative. Sardenberg signed that agreement with Gadelha and
told everyone that he recommended operators to work on port
25 management.
CAF: Any other governmental department?
DG: Not that I remember, no. I don’t recall any involvement of the
Ministry of Communications, especiallybecause only operators were
there. The active partners were, basically, access and information
providers, major portals, such as UOL and Terra, and people who
provided e-mail, and who had to teach users, and telecoms, because,
in general, the last broadband mile is always in their hands.
CAF: Besides commercial freedom, do you remember any debate over
freedom of expression? The two are very different debates.
DG: Debates on freedom of expression only came up along with
discussions on spam definition. A little of that also came out in
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Dubai, because, in Dubai, we came across a somewhat awkward
definition of spam, which was later withdrawn, but was counterat-
tacked, and I don’t knowwhere things stand now. There is always
therisk of ushaving a spam definition thatleads someone toread
e-mails in order to see whether they are spam or not. Then, you
may open up a window that might never be closed again. “I will
read it to see whether it is spam or not.” And you will be violat-
ing privacy in a totally inappropriate manner. So I guess this is
the only moment when such discussion came up, because much
damage could be caused then.

MM: Do you think that any other organization, if not CGl.br, would have

been capable of implementing port 25 management?
DG: The problem is that we spend our days discussing Internet
matters. No other staffis so exclusively dedicated. Telecommuni-
cation agencies discuss spectrum; ANATEL discusses allocation
of frequencies; each organization has its own focus. And there is
CERT.br, our team - who, perhaps, should discuss a little more
the honeypots program they have there, which captures not just
spam, but malicious software and new viruses as well. So, we
already had a tradition in this area of discussing figures or per-
forming qualitative research on tracking attacks, thatis, what the
new virus was. For instance, there is a discussion on spam and
service denial, both following the same line. That is, machines
especially designed to function as zombies during an attack that
impairs service. Spam is not so bad, because there is a port for
service delivery, but it’s the same thing: you look for weakness-
es in the users’ machines and seek to exploit them according to
your interests, and that was the solution we have found in the
management of port 25.

104



40 Interview with Carlos Afonso

Sdo Paulo, January 24, 2014

Carlos Affonso Pereira de Souza: Could you explain to us in detail
what port 25 is and why was it important for CGl.br to coordinate its
management process?
CA: Port 25 is the standard port used by e-mail servers. This is
the port where messages are sent from by SMTP - Simple Mail
Transport Protocol. E-mail servers use this standard to commu-
nicate amongst themselves. It can be changed if everyone agrees,
but thatis the standard - just as FTP uses port 21 to copy files, etc.
Users of services that send e-mails through an e-mailing program,
such as Thunderbird or Outlook, cannot use any predefined port
for connection with their e-mail service provider. Nothing makes
it easier or harder for e-mailing. And it has nothing to do with
incoming e-mails, only with outgoing traffic.
What is so problematic about leaving port 25 open to any final
user? The problem is that, since the intelligence of the Internet
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resides in the endpoints, any machine connected to the Internet
can,intheory, run an e-mail server in any machine and spammers
use it as follows: they contract abroadband connection, connect
alaptop to it with one e-mail server software installed. A small
Windows or Linux machine, whatever, sits there automatically
sending messages through port 25 as though it were a genuine
e-mail service provider. It is, then acknowledged by the e-mail
services community as just another e-mail server.

And therein lays our problem, because this practice facilitates
spam on avast scale. If you want to send out spam and need to use
your own, properly managed e-mail provider, things get harder
because there are operating rules, agreements, and even ethical
codes amongst providers seeking to minimize this entire issue.
Butifyouhave your ownresidential Internet service, your PC can
operate the server from alocation not subject to control by anyone
else. The ideais to move the logical address of the port so that the
endpoint user can send e-mail through an e-mail service provid-
er. As a matter of convention, this port already existed, and as a
matter of standards it is always an encrypted connection, using
the starttls standard, which resides on port 587, a port set aside
for this exclusive purpose: to send a message to its server through
the user’s own e-mail account. For end users, nothing changes.
For spammers, there are significant changes, because he can no
longer pose as an e-mail server on anetwork endpoint. This, then,
isthe importance of migrating to this port. For end users, instead
of using port 25, port 587 is used. If you are a company or any
organization with abroadband connection, you mayrequest that
port 25 be reopened, because you want to handle your own mail.

There isnobaninvolved here. This was a collaborative proposal
for minimizing spam, whichisbased on the installation of aserver
on an endpoint that sits there sending out as much spam asit can.
This has had a very positive effect. There has been a noticeable
reduction in spam mails. For the first time in Brazil, all known
e-mail service providers follow standard rules in order to avoid
spam. Clearly, they need to do so, considering that broadband is
extremely costly in Brazil. Providers have, let us say, a 100Mbs
connection, and there are small providers whose owners do not
want 30% or 40% of their bandwidth to be used by spammers. So,
they save on bandwidth, which is an advantage for them.
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Itisinteresting here to remember Principle 6 of the CGIL.br Dec-
alogue for Internet Governance. When, after years of discussions,
we approved the net neutrality principle, we took the precaution
toadd “except forreasons of atechnical nature.” All therestis,as
used to say and still do: “all data packets are equal before the net.”

This, then, is an issue of a technical nature: It involves chang-
ing a port number. You know that there are thousands of ports
that can be used for all kinds of services. If two parties came to
an agreement to use a specific port, they could use any port they
configure for such service. For example, files are not sent over
port 21; but over port 2221. You have to coordinate it with the
other guy. If youboth agreed to it, things will work the same way.

The problem is to follow standards so that the whole network
canrecognize whatyou are sending as an e-mail, or afile transfer.
These are the standard protocols.

CAF: | would also like to hear your comments on multistakeholder par-
ticipation (and the role of CGl.br) and on the net neutrality issue. Let us
continue with the neutrality issue. Blockage of port 25 would count as
a technical justification for analyzing and investigating the headers of
messages and, based on such analysis, not to forward the message. The
questionis: can we say that port 25 management is an exception to the
Internet neutrality principle as provided by CGl.br regulations, or wouldn't
it have anything at all to do with debates on neutrality as it doesn't refer
to any privilege for one packet over another?
CAF: This is a discussion that frequently emerges in the interviews we
have conducted to date.
CA: It forms part of the discussion, but only as an exception to
the rule. Look, let me tell you something: all message headers of
all packets are automatically analyzed. Why? Because the router
has a switch that decides where to send a given packet, and the
switch needs this data; the metadata of the packet to determine
its port number; to know where to send it to; to determine whether
itis FTP, SMTP, etc. All information in that message header is
automaticallyread, otherwise the packets won’t travel. The router
needs to know it in order to route. This is not a violation of net
neutrality. On the contrary, it is a fundamental principle of the
Internet that the least possible effort be used in order to send the
packettothe otherside. So thisis not a problem of reading message
headers; on the contrary, it isbeing constantly, automatically read.
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Itis different from either reading the headers in order to extract
otherkind ofinformation or to attempt to gather data for profiling,
or to prevent the packet from being delivered as it should be as
defined by the port at the IP address. That would be different; you
would be interfering with where the router automatically decides
to send this packet to. Very different!

CAF:Inthis whole process, CGl.br played animportant role in coordinat-

ing various actors. Can you explain CGl.br coordination role?
CA: Again, this was extremely important, not only because it
reinforced the principles we established, but because of all the
work CGIL.br does as a facilitator of network security responses.
Let me sum it up as follows: We have no formal authority, but we
do have the credibility to propose measures for maximizing net
performance. Along these same lines, we had previously under-
taken an effort to unbundle the network at the loop end so that
more than one broadband provider could use the same physical
infrastructure, but we failed to succeed regarding ANATEL, just
because the operators said no. But thisis part of our work: issuing
recommendations, like this suggested unbundling, as it is known,
which gives you more broadband options at the endpoint, more
options for your equivalent fixed-line telephone service.

Our work on port 25 is the same thing: we identified a problem
thatwas not ours alone. It is a global problem and we proposed dis-
cussing it with the main broadband operators in search of adecision
toblock this port, but making it clear that users could request that
itbe unblocked. In this case, users face responsibility, right? It does
not mean that using port 25 is forbidden. The operator will block
the port- and operators are not always blocking it, we have tested
and it is not always blocked - but let us assume they all did. It is
not mandatory, there is no rule against that, it was a collaborative
agreement. And we acted as technical facilitators familiar with the
problem. We have an entire security sector here that analyzes such
problems and is well qualified to say: “If this portis blocked at final
users’ endpoint, there will be a significant reduction in spam and
also in net traffic.” And that is how it turned out. This was why it
took solong! It took along time. We spent years fighting this battle.
So the point is this: CGLbr has a very specific role to play and has
noregulatory orlegislative attributes in regard to these matters. It
hasonlyafewvery specific responsibilities concerning IP addresses
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and domain names, distribution of domain names and distribution
of “br” domain names, and nothing more.
CAF: Port 25 process is seen as a multistakeholder process and as an
experiment that could be carried out with the general public. Here we
have the task of translating highly technical aspects for the general
public, together with current debates on Internet governance, and it is
important that multistakeholder practices like this one come to light.
CA: This is interesting in the scope of, let us say, those who de-
fine the rules for the very definition of the network. There is an
open international organization called IETF - Internet Engi-
neering Task Force — which since the beginning of the Internet,
has worked based on recommendations known as “requests for
comments (RFC).” Based on these RFCs, they recommend stan-
dards for the functioning of all network’s aspects. IETF is what
youmight call apluralist, multistakeholder organization. Anyone
can join, anyone can go there to debate, anyone can offer RFCs
for discussion by IETF. Depending on the circumstances, your
RFC may become part of an archive of RFCs that number in the
thousands. Itis there that you will find the RFCs that define these
standard ports, that define services and how they function as rout-
ers, how you can tell traffic from a page from e-mail traffic even
when thelogical portis changed. You can consult aweb portal on
port 8085 instead of port 80, for example, the latter of which is
the Internet standard.

And so all these functional characteristics of the network are
definedinapluralisticmannerby IETF (Internet Engineering Task
Force) and from a technical point of view. Technical! From the point
of view of routers and switches. Thisis an example of collaborative
agreement. Thisisnotthe ITU - International Telecommunication
Union issuing some regulation. This is a characteristic, so to say,
it’san Internet characteristic. IETF follows the Internet standard
of collaborative work. Here we do the same thing.

And in this work on port 25, we are a pluralist organization by
nature: CGLbris acommittee whose nongovernmental members
are elected by their communities. So we have representation. If
we fail to represent our communities, that is another problem,
but we do have representation. When we are working with a
telephone provider or an Internet access provider, we bring such
representation into the discussion. The same goes for informing
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the community of this decision which fosters the blockage of a
port, or encourages unbundling. This, I guess, is an important
experiment that is followed in other governance models for the
Internet such as those maintained by IETF.

CAF: Is the Internet in Brazil better off after having closed port 257
CA: No doubt it is better off! Just look at the statistics produced
by CERT.br on countries that send most spam. We have definitely
made a huge difference, and as soon as blockage was adopted by
major operators, decrease was significant. It’s like an ant. The In-
ternetishighly complex and thisis one of its wonders. You cannot
exterminate ants, but you can at least minimize them. And so if
some guy is going to send spam from Russia or Arabia, fine, but
here in Brazil, we have reached a tacit agreement that it will not
pass through our territory.

CAF: Any other thoughts?

CA: Regarding this whole story of port 25, I would say: “No big
deal.” Some operators lobbyists are used to saying, “this is aviola-
tion of net neutrality that you are defending!” But how so? Where
is the contradiction? I think I have already explained that such
arguments make no sense. On the contrary, we are improving net
performance with it.
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5 ® Interview with Marcelo Bechara

Sdo Paulo, January 24, 2014

Carlos Afonso Pereira de Souza: Could you comment on your partici-
pation in port 25 management?

MB: Although I had been a member of the Brazilian Internet
Steering Committee (CGI.br) for six or seven years, I would say
that my role had much more to do with my work as an ANATEL
agent than as a CGLbr member. I say this because the committee
was attempting, with specific groups - in which I played nopart - to
fosteratechnical debate on port 25 management. Actually, itreally
bothered usbeing in second place in spam international rankings.

I participated in the necessary dialogue between CGIL.br and
ANATELAtthe time, I had just joined ANATEL and was still the
representative of the Ministry of Communications on the steering
committee. It was an interesting process: it had to be forwarded
to the agency’s board of directors; after that, the agency direc-
tor would sign a document produced by CGIL.br with companies
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and, unless I am mistaken, with the state’s attorney. It was in fact
quite animportant document, one thatinvolved divergent actors.
And so it had to be submitted to the presidency of ANATEL, and
Iwound up as the voice of the project inside ANATEL. This was
really quite crucial and at the end of the day, it produced a fine
example of collaborative work.
CAF: Talking about ANATEL, CGl.br and their competencies, could you
briefly describe, in layman's terms, what were ANATEL's competencies
to regulate connection providers and Norm 47? Just a brief aside before
we get into the discussion of port 25.
MB: Norm 4 actually predates the founding of ANATEL itself.
ANATEL was founded in 1997, the auction process took place in
1998;in 1995 we had an Ordinance that instituted Norm 4, which
dealt with the relation amongst connection providers and “com-
panies” — we still called telecoms that way then - the state-owned
public telecommunication and infrastructure companies. They
were called public for a very simple reason: these were state-
owned companies, privatization had not yet begun and the In-
ternet access model was all provided by dial-up modems. I would
say that till a little later than 2006, 2007, there was still more
dial-up than broadband in Brazil. This only changed with mobile
broadband, and obviously dial-up connections, as I remember the
numbers, went down to only 10% of the total, and with a down-
ward trend, which we hope will continue.

What, then, was ANATEL’s role? ANATEL's role, when it took
charge of regulating the telecommunication sector, was to be re-
sponsible for telecommunication infrastructure, where the Inter-
netresides. It was also assigned to deal with network functioning.
Theyhave a program there that says, “value-added service, or what
some call value-aggregated, is not a telecommunication service,”
which means to say: “Thatis ANATEL, don’t mess with that.”

However, the item that defines value-added service reads that the
relation between value-added services providers and telecommuni-
cation services providers mustbe managed by ANATEL. And so the
regulatory environmentis not very clear, and it is understandable
that it not very clear, because the modification of the regulatory
environment from 1995 to the present has been considerable, es-
pecially when it concerns the limits of ANATEL’s powers.

Withrespect to this type of issue, there was a specific regulation
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- “Regulation of Multimedia Communication Service” — that pro-
viders, the established mainstream connectivity providers, ended
up following. The result was that even today they are defined as
both value-added services providers and telecommunication ser-
vices providers. Sometimes one same company within a single
corporate structure. There are more than 4,000 providers today.

Theveryissue of net neutralityis already covered by the multi-
media communication service regulation as an unspecific value.
And why unspecific? Because it is expected that the legislature
will deal with the issue and that there will be no conflict between
ANATEL regulation and the decision of the legislature, with
which ANATEL will have to comply.

CAF: Let us leave net neutrality for a little later on. Returning to the tele-
communication companies' role, could you speak about the relationship
between telecoms and CERT.br? How did this relationship between tele-
coms and security incident reports develop?
MB: I don’t know, butifthere is going to be communication, it may
notbe due toan ANATEL initiative, but rather by CERT.br itself
or the companies. What was ANATEL’s role in this whole process?
Was it foradministering and managing port 25? If telecommuni-
cation services providers’ participation was not needed, and they
were both owners of the infrastructure and responsible for data
communication, ANATEL would not be part of this agreement.
So, why is ANATEL there?

For one simple reason: the telecoms are regulated by us, are
administered by us, and this is quite clear, including in the agree-
ment. Thatis tosay, when ANATEL and the telecoms sign, thisis
what happens in the universe of these two actors: “If you fail to
comply, I, the regulator, can take administrative action to compel
youto comply, up toandincluding fines.” And so thisis anidea that
notonly furtherlegitimates the proposal but that also enforces an
obligation to comply, a duty to perform on the part of the telecoms.
This I believe was the role of ANATEL.

In issues related more to the field of security, the very usability
ofthe Internet, ANATEL remains quite timid in relation to its own
actions because it harbors certain doubts. The Marco Civil casts
doubt on ANATEL’s role, for example. I often say that there is no
powervacuum. Port 25 is an example, a positive one, of the absence
of apower vacuum. Why? We had areal problem because of the ac-
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tions of foreigners, because our machines were being considered as
zombie machines. That is, most Brazilian users did not know they
were being used as instruments for disseminating and proliferating
spam traffic. But Brazil was in an extremely uncomfortable posi-
tion. This had been proved. There were damages on navigability, on
the economy and most people disliked living with this; the adoption
of software, this not efficient. Port 25 proved to be extremely effec-
tive. CGL.br realized that in order to make it happen, it had to ap-
peal to the federal Public Prosecutor’s Office and to the very users;
consumers and final users should have amore sophisticated vision
of consumer’s rights on the Internet. They should know that their
rights were being denied every time they received any unsolicited
message or advertisement that kept repeating to exhaustion even
without any authorization on their part.

Howdoyouarticulate thismodel? And whoisin charge? Noone s
incharge. Not asingle person. Generally, when nobody takes respon-
sibility, the Public Prosecutor’s Office (MP) acts. But the actions of
this body use tools that require a slower process: they pass through
the courts, for example. So how could we solve it all? We gathered
a bit of each and then it worked, it started to be effective. Since its
adoption two or three years ago, we have plummeted in the blacklist
of spammers, and thank God we are nolongerin a position which left
Brazil with such a terrible image in the international community.

CAF: As to the process itself, what do you think made it last so long?

Because this is a frequent criticism to this initiative.
MB: Nothing did. Even routine processes with preexisting imple-
mentation standards may be extremely slow. That’s the bureau-
cratic machine. In ANATEL’s case, I can tell you that we have a
public consultation mechanism which passes through our legal
counsel and follows normallegal channels. Things are also slowin
the Brazilian Internet Steering Committee (CGIL.br). I am part of
that process, and I can tell you this: It’s slow! But why? I think that
port 25 was the first time that CGLbr acted more like a steering
committee and less like an information center (NIC.br), which has
alife of its own taking care of IP addresses and domain names;
things that CGIL.br does not get involved in. It has a hierarchical
relation with CGLbr, but in operational terms, NIC.br has a life
of its own from the point of view of its processes.

The Steering Committee, on the other hand, focuses more on

114



debates than on management. In this case, it acted as a steering
committee, but this is not something that is part of its routine, as
in my opinion it should be.
This has happened very gradually. Till some time ago, CGI.
br resolutions were not published, not even online. Port 25 is a
typical “we have to do something” case. As it might have been
traumatic, due to the question of unanimity, we began like this.
Thus, in itself, it would be a slow process to internally convince
the steering committee how to do this, how to adopt this and still
involve other actors. How to make the same case after havingin-
volved other actors? Can you imagine it? We would have to face
ANATEL’s legal department, then face the legal departments of
CGI.brand NIC.br, then invite the Public Prosecutor’s Office and
Consumer Defense ... and reach a final draft. Look, I know how
difficultit was toreach that final draft. Telecommunication com-
panies were extremely exacting and wary, living up to their usual
standards, and so I really believe there could have been no other
way to do it and it was highly unlikely to happen quickly. What you
can’t lose sight of is the learning experience; that once one deals
with it in a more systematic basis, one tends to find out mecha-
nisms that will make processes move more quickly and faster.
CAF: et uslook at the telecommunication companies'role in the port 25 pro-
cess. There was a heavy demand for the presence of ANATEL. Canyou explain
what those demands were? Why ANATEL's participation was so required?
And inyour evaluation, what was the importance of ANATEL's participation?
MB: Telecommunication companies are already accustomed to
dealing with regulatory agencies, and so despite our open conflicts
with these companies, they preferred dealing with a party whose
workings they already understood. That is, they know how they
could be fined, they know how it works, they know what ANA-
TELanditsrelated regulatory bodies are. They preferred dealing
with ANATEL to dealing with consumer protection organs, with
whom they are in eternal and constant conflict. Itis only natural.
Those are users andservice providers. ANATEL functions more
as an intermediary on behalf of users, but we are not part of the
Brazilian consumer protection system, we are not a Procon. We
deal with markets comprising economic agents; consumers and
companies are both economic agents, and we try to promote equi-
librium in this market.
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In an environment in which you are dealing with consumer
defense, the Public Prosecutor’s Office and CGIL.br, and then, all
ofasudden, companies are urged to take part, theyimagine “How
are we going to take responsibility for network management is-
sues when the agency that regulates us — including our network
functionality - is ANATEL?” SoI guess that ANATEL enters the
process as a facilitator to make it viable, as abridge, and to legiti-
mate the telecommunication providers and even the final users’
participation. Not that final users needed it. They never need it be-
cause they already have legitimacy and their own representation,
but with the Public Prosecutor’s Office’s at their side, it was more
guaranteed. But I believe that, even for users, ANATEL’s presence
also added legitimacybecause they counted with the presence of
aninstitution formed, inclusively, by a superintendence dedicated
tousers, with its own specific processes and the power to sanction
or to do whatever else might be necessary.

CAF: Once port 25 was implemented, did you hear of any feedback from

ANATEL or from the telecoms regarding improvements in broadband quality?
MB: 1 believe so. Obviously, we have a group that deals exclu-
sively with broadband, both mobile and fixed. Various elements
are taken into consideration by this group; not least that it is a
group formed by the agency itself, together with companies and
experts. Tools were developed for gauging quality of service. T have
no doubt that elements such as spam interfere greatly, because
they end up overloading the network, with serious effects. And
so I believe that yes, we must have some level of information. I
don’t know if relating specifically to the port itself or perhaps as
information on the system as a whole.

CAF: During the port 25 management process, some companies alleged

that the process would be costly. How was this issue solved? How could

this question be approached in the debate, and how was it decided that

it was important to do so even facing some costs?
MB: Companies’ arguments about costs are the same they use
in every case. That is, they oppose to each and every measure to
improve service quality, whether it impacts investments or not,
because sometimes you do not really need all those investments.
Sometimes you can take steps that have a much greater effect on
the quality of service than on the issue of investments needed to
accomplish such steps.
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Sincerely, I don’t know whether theyreally needed to invest so
much. I think they do not, but they always use costs as arguments.
ANATEL has done avery good thing — one that did not exist at
that time because its internal regulation was not the one in force
today - by ensuring that wide-ranging measures be presented
with analyses of regulatory impact. I don’t know if that would be
the case, because it was not aregulation, but rather an agreement,
butevenifa Regulatory Impact Assessment RIA - (AIR - Analise
de Impacto Regulatério) could be performed, what would it prove?
Whatisan RIA? Itisaregulatory cost-benefit analysis. I believe
that in this case you don’t need to be an economist to verify that
thebenefit was truly extraordinary. Then, even if costs and invest-
mentshadbeenrequired, I thinkitis part of theirand ourbusiness
to wish things to function properly. To me, it has been treated
naturally and normally, once we are used to dealing with it.
CAF: And how do you connect debates on port 25 to the ones on net
neutrality?
MB: I have my own peculiar point of view on the net neutrality
issue. Quite peculiar, in fact. I see the importance of neutrality,
how everyone favors it. You will not find a single person who would
say, “I am against net neutrality.” Net neutrality is a principle, a
value, and I think there has never been any questioning about it,
any support for non-neutrality.

Now, defining what neutrality means is what makes debates
more interesting. Thisis aconceptthat has evolved. These days, I
believe that some are defining as matters of net neutrality things
that have nothing to do with it. For example: to me, packages’
speed and capacity do not refer to net neutrality. If I have a pack-
age for which I pay more for increased capacity, this is a matter
of my profile as a consumer, not net neutrality. In my view, net
neutrality presupposes network management, regardless of my
speed or capacity. I may have the best broadband in the world,
with unlimited capacity, if such a thing existed. Yet, I could find
my network being degraded so thatI can’thave accesstoacertain
type of information. To me, this is net neutrality.

I guess that port 25 management makes perfect sense within
the context of net neutrality. Why? For good orill, you are creating
mechanisms toblock orimpair access to undesirable content, but
it’s still content. At this point we have to bring up the concept of
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spam content quality. But this is out of the question, otherwise I
will be able to say that some contents have priority over others.

Ithink port 25is afine example of the fact that not all contentis
equal and that not all content should necessarily receive the same
treatment. The Internet does it by itself. You have some applica-
tionsthat are deterministic, some that require a greater effort. For
example, two seconds, three seconds make a difference to a Skype
conversation, whereas adelay of three or four seconds in the arrival
ofan e-mail doesn’thave the same impact - ifithasanyimpactatall.

Then again, my fear regarding net neutrality is that the Marco
Civil, rather than focusing on preservation of net neutrality, might
trytoadvanceinto the area of technological concepts. Technology,
you see, has a dynamic all its own, let alone the Internet. We are
entering an era that I no longer call the “Internet of things” but
rather “The Internet of everything.” What is the Internet of every-
thing? My refrigerator will be connected to the Internet, but will it
berequired to show the same respect for neutrality than telemed-
icine? I sincerely don’t know! But my refrigerator is still there, a
machine connected to another machine, and I onlyinteract with it
byprogramming the fridge; I amnot navigating. And we are heading
toward this Internet of things, or the Internet of everything.

So, as to the discussions on net neutrality, | am afraid the ques-
tionis: Ifthe Marco Civil had been issued before our port 25 agree-
ment, would it had been possible for us to make such agreement?
This question needs to be answered. Honestly? I don’t know
whether we would have made it, because it would depend, there
still is a vacuum, a vacuum remains. It is better to assign either
CGlLbr,or ANATEL, or the Presidency of the Republic, it doesn’t
matter who would be in charge, because someone has to be in
charge of the issue, or else we will have to face a gap like the ones
we’ve already faced before. And perhaps we will not be capable of
reproducing the same solution, no matter how slowly, next time.

SoIthinkthis debate really matters and that other important
measures like this one should be taken up; and that CGI.br should
work more as a manager of the Internet, especially in regards to
whatever the net mostly needs.

CAF: Any final thoughts on technical or political aspects of this process?
MB: On political aspects - particularly because I would not dare
totalk about technical aspects after you have interviewed so many
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renowned experts. I think that from the political point of view, it
is obvious to say that we learned a lot, surely, but we learned that
it is politically possible. This learning process proved to us that
thereis away to make it possible: a task force, of multistakeholder
in nature or not; it doesn’t matter.

A task force may sometimes have a multistakeholder charac-
ter, and, depending on its objectives, it might not. But it is not
impossible to find a way to make decisions that lead to workable
solutions. And it has to be done. Speaking for ANATEL, which I
represent, it is no accident that ANATEL has a seat in CGLbr, a
representative there. This makes sense, aperfect sense: youneed
tohave aninteraction thatis not confined to debates, but that also
considers the operational point of view in order to effectively do
things. Because thisis politics — and politics is dialogue; it presup-
poses dialogue in an environment in which competence is only
vaguely defined. T hope we can use this model as away of maturing
a political debate that has assumed, in my opinion, the status of
a silent revolution. We were not out banging our drums during
the port 25 negotiations. Once the agreement was signed, it was
openly and broadly divulged. I think this was the best example
ofhowto proceed: to work in silence - not without transparency,
butin silence — which is a different way of making things happen,
particularly because the topic was highly technical and some 99%
of Brazilian Internet users wouldn’t have any idea about what port
25 is or does. But there is no doubt that it is making a difference
in everyone’s lives when they use the Internet.
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60 Interview with Eduardo Parajo

Sdo Paulo, January 24, 2014

Carlos Affonso Pereira de Souza: Can you explain what port 25 is?
EP: I'll try to explain it in simple terms. Port 25 is the port that
would be used, without management, by your e-mail client to send
amessage to another person on the Internet. The problemis that
clients’ software and e-mail servers would both use this port to
send mail. Clients’ machines started, then, to be abused by spam-
mers that transformed such computers into mini-servers, very
often without the users’ knowledge. We ended up drowning by
spam being sent from Brazilian computers to the rest of the world.

CAF: What was the effect of this infestation on Brazilian machines?
EP: That had devastating effects on the Internet in Brazil. Firstly,
spammers’ capture of users’ machines worked the machines’ pro-
cessing capacity and bandwidth capacity to exhaustion because
it kept sending e-mails over and over again. Users might have no-
ticed how extremely slow their access to the Internet had been.
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Sometimes they would blame either the machine, or the software,
or his connection provider. At the end of the day, someone else was
using all their resources in their place. So this was the primary
effect that I would say was devastating to users.

The second effect, which is quite delicate, was that the Brazil’s
global reputation for Internet quality and security was severely
damaged. Brazil appeared on alist of major global spammers; then,
many Brazilian IP addresses began to appear on these blacklists,
with severe consequences; and finally, from the moment these IPs
or series of IP addresses began to appear on spammers blacklists,
various e-mail servers from all over the world started blocking
messages coming from Brazil. There were other even more radical
reactions: there was a time, for example, that Europe blocked all
incoming e-mail from Brazil to any European server. That was
when work began on setting up the port 25 management project.

CAF: Can you explain this process?

EP: Confronted with all these facts and the abuse of end users’
machines in Brazil, CGLbr initiated a working group to look for
away to minimize these issues.

From the start, there was a highly technical issue to address:
how to modify the way users sent e-mail, the port users sent mes-
sages from. This was not a Brazilian invention; there had been a
Request for Comments (RFC) proposing the creation of a port
called 587, which is heavily used. The group created by CGI.br
was joined by various protagonists of the national Internet, rang-
ing from access providers, major backbone operators, and major
e-mail service providers, who began to meet in order to raise gen-
eral awareness about the need to change some configuration in
the servers and in the clients’ e-mail software.

Soitwas along, time-consuming process, but its final objective
was the following: to prevent users from having their machines
captured by spammers to be transformed into e-mail servers to
send spam on the Internet.

CAF: What agents were invited to join the port 25 management project?
EP: Basically the access providers and the telecoms operators
that host users. Why them? A joint effort along three axes was
needed. The first concerned the major e-mail servers, which need-
ed to alter the RFC in order to send and receive e-mail through
port 587 and not port 25. A second aspect involving these same
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providers was to inform the new configuration to users, and that
e-mails should be sent by the new configuration. You also have
another characteristic of access providers, which provide Internet
connection to users. They were the ones who generally interact-
ed with users, and therefore were supposed to tell their clients:
“Look, we are proceeding to a security adjustment, an important
modification that you will have to make to your e-mail client.” And
finally, there were telecom operators who provided users with a
connection and had to migrate the majority of them to the new
port, to physically block this port for the specific benefit of the
residential endpoint class of customers. I mean to say, even though
malware had infested the machine and continued sending to port
25, there would be a physical blockage of ort 25 to prevent this
mail from being forwarded.

And soyou had this gathering of players representing providers,
telecoms, and e-mail servers that was fundamental for notifying
and educating users. Obviously, we also involved ANATEL in the
process because telecom operators were afraid of carrying out the
blockage of port 25. We also involved consumer defense groups in
the project. The completion of this project involved a great deal
of effort on the part of all these players.

CAF: This project took some time to be implemented. What do you attri-

bute this delay in concluding the process to?
EP: 1 truly think there were several factors. We had, for example,
telecom operators blocking the port, and users who were not pre-
pared for that, so that call centers’ traffic volume increased. The
same can be said regarding the e-mail and Internet connection
providers. It took alot of time, I would say, for this group, and for
the operators especially, to raise awareness about the importance
of the change. Among providers, both ISPs and e-mail providers,
awareness had already been raised and work was underway. But
you have to remember you were dealing with millions of e-mail
users. I will give you an example: one of the players has more than
10 million e-mail accounts. How would it communicate with all
of them? You would find yourself quoting the old saying: “Which
came first: the chicken or the egg?” Who would act first? And so,
when the major e-mail and connection providers began to take
their first steps, the operators began to move as well. I think an
important consideration for operators was the fact of us having
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agreed on acommunication channellinking this group and their
representatives,including here at CGLbr. It was at this point that
the process began to flow.
CAF: To what extent do you believe it was important for this process to
have a multistakeholder characteristic? Could it have been successfully
implemented otherwise?
EP: No way. I think the Internet as awhole is a multistakeholder
process. It does not depend on one single segment, and no single
segment will solve all its problems. Each segment may have an
idea, butit won’t be put to practice without the help of others. And
so this multistakeholder process is highly necessary.

The Internet is a collaborative environment. There is a basic
structure provided by telecom operators, but its functioning
presupposes interaction and things don’t move forward without
interaction. From users to major operators, major e-mail and
connection providers, to the commercial departments: without
an effective interaction, the process cannot succeed.

CAF: One of the content-related issues raised by port 25 is how this
process relates to net neutrality. Can you comment briefly on the closing
of port 25 and net neutrality?
EP: 1 think the one has nothing to do with the other. My position
isvery clear and the group had always taken great care since the
beginning to explain that such a process would not interfere
with net neutrality.

The truth is that our group’s work was a technical recommen-
dationregarding an issue of security on the Internetin Brazil. We
have never spoken about discriminating e-mails from one person,
because they are slower, or from another person, because they
are faster. Then, there was no interference with the neutrality
process. I know that some say there is. Perhaps the focus of your
question is whether blocking port 25 would be effectively influ-
enced by debates on neutrality. If you pick up a copy of the CGI.
br Decalogue, you’ll see that port 25 management has contradict-
ed none of them at any time, because the Decalogue states that
it is not recommended to block, filter, or monitor the net traffic
for commercial, cultural, religious, or any other reasons. Port 25
management has not violated the Decalogue in any way. On the
contrary! Furthermore, it was a decision that emerged from a par-
ticipative process, involving all society in the discussion. The very
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cornerstone of the Internet is the principle of collaboration, not
the individualism of a single sector alone.
CAF: Considering the Marco Civil and the closing of port 25, would the
latter be suitable for an eventual net neutrality clause?
EP: Let us separate the Marco Civil from net neutrality. The issue
of neutrality in particular is that no one wants any discrimina-
tion or prioritization of data traffic. I think this is one of the basic
principles we defend regarding neutrality: that there be no filters,
blockages, or prioritization related to business, political or religious
interests. We have to do away with them to preserve the neutral-
ity process. I guess it also applies to the Marco Civil. No matter
what text is approved, I think it ought to be inspired by the CGIL.br
Decalogue rather than create anew nomenclature for what is now
called network neutrality. I think the steering committee chose
its Decalogue’s words very wisely, including the way it defined net
neutrality. I think that the Marco Civil or any bill project ought to
extract this text and enshrine this principle in the law’s text.
CAF: And speaking of the port 25 process, what lessons can be learned
fromits multistakeholder model that could be applied to future initiatives?
EP: It is a process beset by deadline issues. It’s a kind of process
we begin without ever knowing when it would be over. This is
one lesson we learned from this process. It took five, six years
to implement. And I can give you another example of something
happening right now: the three years it has taken to implement
IPv6. In Brazil, things tend to happen in the last second before
timeis up. We should learn this lesson so next time it might not go
this way again. The players involved in this process pushed back
hard; it was not a simple process.

For example, the port 25 group thought long and hard about
the communication process between users and providers, which
really is a complicated matter, because some users understand
what you are doing, but some others have no clue about anything.
SoIthinkthatport25management hastaughtusnottospend so
much time on similar processes yet to come.

I think we’ll have an enormous amount of work next April or
May, after we run out of IPv4 new connections, a process cur-
rently underway. I think we cannot be extremely radical, not to
allow things to happen without supervision. But we must also
not let the process be continually postponed. I think this is the
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essential lesson, that we must first unite the parties and then try
to complete the process as quickly as possible.
CAF: So were the results of port 25 management positive?
EP: I remember the last time Ilooked, we were ranked thirtieth
on awell-known international list of spammers. I believe this ex-
perience was extremely positive for the quality of the Brazilian
Internet. You canimagine millions and millions of usersinfected,
using 100% of their capacity, at the same time, to forward spam to
addresses outside Brazil. Thisis an absurd cost for users tobear, a
cost that Internet-related companies must carry on their books.
Unfortunately, we cannot measure such cost in monetary
terms, which would make it easier to apply an objective, parallel
measure to economic impact. Some companies, for example -
mainly the major operators — had all of their IP blocks blacklist-
ed. Nowimagine the damages to those users who could not send
e-mail to various locations. It would be an interesting study, per-
haps, to try to measure the financial cost or quantity of resources
abused in this manner.
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70 Interview with Rubens Kuhl

Sdo Paulo, January 24, 2014

Carlos Affonso Pereira de Souza: Could you explain what port 25 is?
RK: Port 25 is used for communication between Internet e-mail
servers. When auser submits an e-mail to the Internet, he doesn’t
necessarily need to use port 25. After this message is submitted,
the server which the message was submitted to uses port 25 to
deliver the message to its destination.

CAF: And what is the importance of blocking port 25?

RK: Port 25 had been abused by people seeking to deliver undesired
e-mails. Those people then would make the users’ machines, without
their knowledge, deliver unsolicited e-mailsin away that the actual
responsible for such anefarious attitude could not be identified .

CAF: How can a machine's vulnerability be exploited?

RK: This vulnerability is exploited by sending an e-mail message
from that machine that is to be delivered to the e-mail server it
normally uses to forward mail to other addresses.
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CAF: What were the effects of port 25 blockage?
RK: Brazil, once ranked amongst the countries which the larg-
est volume of unsolicited e-mail was generated from, fell several
positionsin the blacklist figures: dozens of positions onto a much
more comfortable one; a more compatible position, let us say, with
our internal processes.

CAF: What was your participation in the port 25 process?
RK: Cristine Hoepers, Klaus Steding-Jensen, and I were the first
to propose this. They were working at CERT.br and I had recently
left ajob at a major e-mail provider. And we all noticed how diffi-
cultithad become to send e-mail because Brazil had areputation
as aleading transmitter of spam.

CAF: How do you connect debates on net neutrality and port 25?
RK: Port 25 is linked to net neutrality because, from a techni-
cal point of view, port 25 is a violation of neutrality. According to
some regulatory drafts, not yet approved, there are good reasons
for violating technical neutrality of the net. One objective that
interests all parties, here in Brazil, is to earn the confidence of
the global Internet.

CAF: Returning to the port 25 process itself, how do you see the role

played by CGl.br in the whole process?
RK: CGLbr played afundamental role in the port 25 management
project because CGLbr was the only environment in which all
interested parties - users, telecoms and access and e-mail pro-
viders — could meet, debate and come to conclusions as to whether
or not to implement port 25 management. Any attitude taken by
the executive branch of government would have been viewed as an
intrusion by the public administration on the prerogatives of the
market and its players. And so this decision was taken within the
context of amultistakeholder environment in which all involved
actors were represented enabling a much more spontaneous and
effective alignment with the initiative.

CAF: Was closing port 25 the best solution?
RK: Closing port 25 was the best solution for the problem of our de-
clining credibility. It had already been adopted by major networks
inother countries. Unfortunately, we took along time to adopt it, but
it was the best, and possibly the only, practice for combating spam.
Otherissues, such as network reliability, we still have to address, but
for the reliability of e-mail delivery it was the only way out.
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CAF: How do you compare the Brazilian experience with the experience

of other countries?
RK: The Brazilian experiment wound up repeating the experi-
ence of the major North American networks, such as Comcast,
which managed to remarkably diminish the volume of customers’
complaints and improve e-mail delivery reliability after having
implemented this reconfiguration. In the Brazilian case, however,
you had a more serious problem: Brazil was classified as anation,
and as aresult, blocks of address lists from Brazilian ISPs began
to appear on the blacklists. The U.S. did not face this kind of dis-
ruption. No one was going around blocking all e-mail servers in
the country. But Brazil was facing that risk. As aresult, this type
of initiative was beneficial not only to the networks that imple-
mented it, but to Brazilian networks in general.

CAF: Any further thoughts on this project, in its technical or political

aspects?
RK: Port 25 management implementation was effective, but it
tookmuch longer than it might have taken. I think it was alesson,
for the parties involved, that it is possible at times to expedite
certain initiatives, so long as their objectives are clear. Even so,
certain players kept postponingits technical implementation. So
this project stands as alesson for the next time we have to imple-
ment political processes.

CAF: But is this not inherent in a multistakeholder approach?
RK: It is inherent to the multistakeholder process that it takes
a bit more time. What we need is to speed up the process. It will
continue as a process that involves extensive debates, but such
processes could take less time than this one did.

CAF: If you were to balance the duration of a multistakeholder process

that seems to take too long and the achievement of expectedresults, are

the results of a multistakeholder process necessarily better?
RK: The results of a multistakeholder process will always be per-
ceived as superior, because it is backed by the participation of all
the players involved. And so regardless of whether it is better or
worse, it will always be looked on more positively. This is an ad-
vantage from a political viewpoint: that is, this port 25 project
constituted alearning process in which participantslearned that
defending merely one specific point orinsisting on an adjustment
according to their own needs will only slow the process —an indi-
cator of our political maturity in making such a decision.
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8 @ Interview with Eduardo Levy

Sdo Paulo, January 24, 2014

Carlos Affonso Pereira de Souza: How do your duties at CGl.br relate

to the process of port 25/TCP management?
EL:Ithinkitisimportant tobegin with asummary of my history
at CGLbr. Not just my own, but the history of the telecommuni-
cations sector. The process of electing members to CGIL.br had
never drawn much interest from the telecom sector, so much so
that the sector never had representation on the Committee. The
lack of representation was aloose thread, in that this work was al-
readybeing performed in brilliant fashion by Henrique Faulhaber,
whom I did not know. Actually, I only knew Professor Glaser from
pastassociation, and I onlybecame aware of the brilliant work he
was doing when, following the election in which the telecom sector
selected arepresentative for the first time at CGLbr. I participated
in a meeting at which, as I remember very clearly, we received
a presentation by Henrique in which he reported the progress
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made in the port 25 project, saying that of all the issues, perhaps
the most important was to make a strong effort to involve the
telecom sector in a general way.

I was not familiar with the process. My life was not the tele-
com sector; it did not involve port 25 and questions like that. I
listened, reflected and concluded, “I might not have understood
it correctly, because this project seems so obviously necessary.”
As a fresh member, however, I decided to study the issue better
in order to define a position for the next meeting. That was the
time when this process began for the telecom sector, and perhaps
thiswas a demonstration that this sector should have permanent
representation on the committee, given its importance not just
regarding port 25, but for the Internet issues in general.

I'talked again with people who were more familiar with the situ-
ation and heard how they were going to bait ahook with to address
netneutrality as well. The questions were “Why?” and “What were
the majorreactions to thisinitiative?” One logical reaction regard-
ingwhatwe had agreed todowith ANATEL and what we had agreed
to do with the Procons was: “You will take away specific clients’
freedom to use a port they already have on their own computers?
Procons may field complaints, saying you are limiting some free-
dom. Andifyou are taking freedom away, the Procons can complain
and sue companies and ANATEL. ANATEL, on the other hand,
may also find that we are acting in an unauthorized manner and
we could be fined for interfering with a civil liberty.”

This argument was somewhatlogical, but there existed abroad-
er understanding that was much easier for us to bear. We could
stop, reflect and then say: “Any means offered to serve society
must serve the public, and not be served by the public. Since port
25 management undeniably benefits society as a whole, we must
work towards it and eliminate obstacles.”

As to my role, I am not going to say that it was the easiest job,
because the greatest efforts were made by participants in the
group coordinated by Faulhaber. It was left up to me, however,
to convince the companies, awork which resulted in the signing of
aformal document amongst them all. We held an ample meeting
to which I brought more lawyers than technical people because
the lawyers wanted to be sure, not about the technical process,
which was not their specialty, but that their clients would not be
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sued tomorrow for having allowed the sector to sign a document
that could give way to numerous future fines. So this was com-
plicated. From the point of view of democracy, and observing the
various forces working together, it was abeautiful sight, especially
because society benefited the most. Nothing was strong enough
to prevent society for benefiting from such process. So, I guess
that, to me as a person, as well as to the whole telecom sector,
we felt greatly proud to be a part of such process, to be capable of
spreading it the way we did it, and to be able to see Brazil removed
from all the global spam blacklists.

To me, there would have been no way to reach this agreement,
notbecause of the persons involved, but because the telecom sec-
tor was not represented in such meetings.

I'thinkthattheissue of net neutrality follows the samelogic:itis so-
cietythatshould benefit from the resources placed atits disposal. And
so, when we speak of net neutrality, it is like saying you root for the
most popular team of all: no one disagrees (laughter). Are you for or
againstnetneutrality? I can’timagine anyone in the whole world who
could advocate being against neutralityin the sense that the network
cannotbe allowed to interfere with anything I want todo online. But
itis also aresource placed at society’s disposal. And closing port 25
took away from a set of users their ability to use aresource they had
the right to use. At that moment, as I see it, the net was not neutral,
but something existed above that, which was the benefit to society.
Traffic passing through that port had to be removed, or prevented
from entering, because in principleitis notareal user thatis making
useofit. Solet’s start from the principle that your machine isrunning
andyouhave noideathat at that momentitis consumingbandwidth
and generating spam. This is probably because your machine has
beeninoculated with avirus thatis consuming bandwidth. For this
reason we entered into agreement with the Ministry of Justice and
ANATEL, even thoughin theory we were taking away some freedom.
Thefactisthatitis not the person whois doing this;itis athird party
who s acting in bad faith, using bandwidth for purposes other than
those intended. And so, by blocking this activity, you are acting in
the benefit of society.

Still, thisis a good example of how similar cases — or cases that
might arise in the future, demanding an intervention in the net-
work - can be developed in a way that benefits society as a whole.
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This explains the telecommunication sector concerns about
the existence of a rigid law. We appreciate the CGIL.br Decalogue
very much, but we often perceive that there can be a dichotomy
between what we preach about the netbeing as simple and as free
for every user, while creating alaw that could have consequences
that undermined such freedom.

I understand perfectly that the group that most actively deals
with the Internet objects to excessive regulation. I do too, and the
telecomsectoris tightly regulated by ANATEL. Because society is
meant to benefit, companies cannot be allowed to act without regu-
lation. But the Internet possesses amuch greater degree of freedom.
Diminishing this degree of freedom by means of Congress legisla-
tion may work against what is preached about Internet freedom.

I can also understand perfectly well that just as the telecom
sector is regulated, we must prevent abuses by parties with a
great deal of economic power. For this purposes, however, we
have CADE - Administrative Council for Economic Defense, the
competition regulator, and ANATEL’s regulations that apply to
us. From this point of view, I believe freedom would be better
served if we simply adhered to the Decalogue in force today on
the Internet in Brazil, which serves as an example to the world.

CAF: | would like to know your opinion about the importance of the Steer-
ing Committee in this process. How do you see CGl.br role in the port 25
management and how will this affect future actions, given that despite the
extensive discussion of multistakeholder governance, there are few prac-
tices and positive evidence that can be presented to international forums?
EL: I have my criticisms as well. I think CGLbr role was funda-
mental from the multistakeholder point of view and the partic-
ipation of all interested parties. But if some branches had been
missing, we would have probably gotten nowhere. The telecoms
sector was absent from the debates. Its participation could have
been more orless important; depending on the moment, it could
have had a greater or a lesser importance. Discussions at CGI.
br are enormously rich, due to the characteristics of the market
segments involved. The only problem I see concerns a certainlack
ofbalance between investors and consumers. CGL.br comprises a
large majority of broadband consumers, but it possesses only one
representative of investors. In a sector that depends so deeply on
massive investments, itisimportant tobear in mind who is going

132



to pay for lunch. In this case, lunch cannot be paid for by those who
lead and dominate the discussion, but they should be an active
and important voice, because they are, after all, paying for lunch.
Do theyreceive somethinginreturn? They do. But there mustbe
some balance. Just as it happens in the case of our regulations —
and we have alot of experience with ANATEL, which always takes
into account the economicbalance of those running the business.

When ANATEL issues regulation, mainly for concessions of ser-
vices, it takes into account the social advantages, but also the situa-
tion of the party that will have to invest in it and to profit enough to
live on. You cannot operate with deficits, because there is noway for
you to exist; but you cannot exploit society by posting fantastically
large earnings. Therefore, the agency focuses on balance.

From where I stand, based on my three years of attending the
monthly meetings, I never took partin asingle discussion in which
someone might have remembered: “Who is going to pay for it?
Whois going toinvestinit?” or “Whois earning too many profits?
Is the citizen being exploited?” Balance: this is one of the things
that I lack in debates here because it involves extraordinary in-
vestments in the Brazilian network.
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® Interview with Danilo Doneda
Brasilia, September 27, 2013

Marilia de Aguiar Monteiro: Could you describe your current duties at
Senacon - Brazilian National Consumer Protection Secretariat and how
they relate to the port 25 management activities?

DD: I am the general coordinator to studies and market monitoring
atthe Brazilian National Consumer Protection Secretariat, Sena-
con. Inmywork I deal with topics related to e-commerce, commu-
nications and the Internet. We produce research, regulatory anal-
yses, and impact analysis, and from time to time, we contribute to
public policies related to the defense of the consumer in those areas.

During the CT-Spam anti-spam project, I kept parallel track
ofthe project and participated specifically in the agreement that
was tolead to the implementation of port 25 management with the
involvement of consumer advocates. Some agreement signatories,
such as telecom companies and their trade associations, insisted
that amajor obstacle might be consumers’ complaints about port
25 management in case they were affected.
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Given that this problem had not been technically evaluated in
the beginning, and especially because it was a problem of a legal
nature, CT-Spam sought out the consumer defense agencies and
we were called on to give recommendation on whether the port 25
project was viable or not, and to verify potential impacts on con-
sumers; to check on whether or not there actually was something
to fear. It was at that moment that we got acquainted with all the
work being done by CT-Spam, all the technical issues and related
engineering aspects of implementing the port 25 management.

Thiswasin 2010,Ithink. It wasbefore I started here at Senacon.
There was, to be honest, a problem of mutual technical incom-
prehension about what it was all about. It was a completely new
universe for all of us. Consumer defense has a chronic problem
precisely because it covers all markets, all consumption-relat-
ed situations. Here, however, it faced certain technical data the
meaning of which was not entirely obvious even to specialists in
the area; there was a significant learning curve to be navigated
fromthe verystart. I knowthis because I heard stories about when
this issue first arrived at Senacon, before I started here.

In August 2011, when I came to work here, the question was
resumed and we were invited to a Committee meeting, or more
specifically to a CT-Spam meeting, which as I recall counted on
the presence of various government agents: ANATEL, MDIC -
Ministry of Development, Industry and Foreign Trade and CGLbr
itself, along with telecom companies. It was at this meeting that we
learned the technical details of the problem and what response we
were being asked to provide, that is, whether port 25 management
could be a problem for consumers or not.

CT-Spam and CERT.brplaced themselves entirely at the board’s
disposal for answering any questions of this nature. An important
meeting was held here at Senacon, which was still a department
at the time. If I am not mistaken, it was in 2011 that Henrique
Faulhaber, Cristine and Klaus, from CERT.br, were working to
provide a technical explanation about port 25 managementand its
implementation. At the same time, senior officials of the national
department of consumer defense participated.

This question was to be technically examined by the general
coordination, which was competent to assess the matter and to
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verify whether the process would benefit consumers even though it
might bring some minor problems — about which information was
needed. Ifthat was verified according to CT-Spam’s report, we would
inform the National Consumer Defense System, formed by Procons,
thattheywould register customers’ complaintsin the event that con-
sumers had difficulties with this process.

It was decided that we would analyze the issue and inform the
consumer defense departments of our results. In the following
months, we studied it and prepared a Technical Note on the sub-
ject. The Technical Note explained the nature of spam, a problem
that afflicts consumersin terms either of discomfort, loss of time
orloss of privacy. So much so that the consumerisinduced to pay,
with time or money, to use services that would be simpler and
cheaper, and less vulnerable to spam attacks from the network.
We found that there would be a sound benefit for users if Brazil
could significantly reduce spam traffic on its Internet.

Comingtothis conclusion was made considerably easier by the fact
thatI had participated personally in a study commissioned by CGI.
br and the Gettlio Vargas Foundation Center for Technology and
Society (CTS-FGV) in Rio de Janeiro. The study directly addressed
combating spam, its perspectives, and a provisional draft forapiece
oflegislation. Iremember that mypartin such studyled me toaclear
conclusion, which I would later publish as a single-author paper,
about the existing legal instruments being incapable of significant-
ly reducing spam for several reasons. It was not only that the agents
directlyinvolved with spam fail to respect the line defining civility or
legitimacy, or even the rule of law. Spamming, because of its peculiar
low-cost cost structure, is not something that could be inhibited by
legal, formal enforcement: it would need alegal approach tobe com-
plemented by a technical approach and even by an economic one.

Based on our accumulated experience and our verification of
port 25 managementresults, we decided to issue a Technical Note
reflecting our conclusion that also encompassed the possibility of
some users, some consumers having problems: especially those
using older equipment, non-classical terminals as computers or
tablets for medical use, private equipment with obsolete stan-
dards for Internet connection that might still be in use. Those
could be affected in some cases by our port 25 management.
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Thus, the Technical Note sought to inform Procons around Bra-
zil that there might be complaints along these lines, and that they
should check whether the Internet connection problem would have
something todowith port 25 management. Ifthat was the case, they
should turn to the agents, at CERT.br or other agents I don’t recall
at the moment, who participated in preparing the Note, and who
would help solving the problem or even contact the operator, the
access provider. If there was alegitimate reason for those consum-
ers to keep using port 25, it should be reopened for them.

Today, based on the information we have had since port 25 man-
agement and the issuing of our Technical Note, absolutely no com-
plaints have come to our attention at Senacon. From time to time,
problems arose on aretail scale and were reported to the Procons.
Thave heard of such cases, but I cannot tell you whether they were
claims or complaints. There are no figures on this and, as far as I
know, no problems have become specific complaints or any disputes
involving consumers and providers over the blockage of port 25.

Inthat sense, we assess our actions throughout the entire pro-
cessinthe hope thatit wasusefulin dispelling concerns that this
measure would have an opposite effect, harmful to consumers,
and capable of blocking or impeding an implementation which,
in our view, has offered consumers countless benefits.

MM: Prior to port 25 management implementation, had any complaints

about spam been received by the National Consumer Defense System?
DD: It is not natural for users to complain of Internet spam to a
Procon office. This is a problem we had been monitoring. We had
and continue to have a different vision, that it is harmful to the
development of the Internet or to Internet consumers. But this
is the type of problem that appears in a systemic analysis, rather
than in any data analysis from Procon. People go to Procons be-
cause they have a problem that affects them directly, that prevents
them from buying something, that deprives them of the use and
enjoyment of services; in short, because of something that directly
affects their wallets in a sound and incisive way.

The spam problem is a chronic misery that affects many people
but it’s not the sort of problem that makes people leave the com-
fort of their homes to visit a Procon. Thus, our analysis was not
influenced by any complaints about spam Procon had received.
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We developed our market analysis using other indicators in or-
der to analyze the market more specifically, to study aspects of
its functioning that would have authorized Senacon to intervene
even if the consumer was not directly affected.
MM: During the preparation of the Technical Note, did you identify and
disregard any harm to consumers?
DD: Disregard? Well, any identified potential risks were consid-
ered in the light of those using out-of-date e-mail technology, as
well as people who would use systems connected to the Internet
which were not computers per se and which might use port 25 to
communicate. At this point, these consumers could encounter
problems. On the other hand, a market analysis also reveals that
the number of such consumers is entirely marginal in relation to
the mass of consumers who do not use this port. What are we to
say about this? That the number of consumers who could have
problems was considerably smaller than the global mass of users
thatwould, indeed, benefit by the measure. Furthermore, the few
harmed consumers would be those who, after being alerted to the
problem, would have time to remedy the situation with their ISP,
or by contacting a consumer defense agency. Our Technical Note
tried to clarify doubts on the matter, so that consumers could be
informed in a timely manner that possible problems due to port
25 management were not connection problems nor caused by any
problems in service quality or continuity, but rather a specific in-
cident, “artificially created by a new Internet architecture,” that
could be solved as it effectively was. We maintain contact with
CGl.br and through it we receive news of operators who have
opened port 25 for consumers who complained, establishing that
the numbers of such requests were practically insignificant re-
garding the number of cases reported. Since the beginning of the
blockage, we, here at Senacon, have received no direct complaints
about the switch. We’ve just heard of complaints from operators
who have identified the problem and corrected it for the consumer.
MM: What about possible violations of consumer rights? Have you iden-
tified any potential risks?
DD: Now look, the Consumer Defense Code (CDC) contains an
article thatis often left behind or brushed aside, which sets forth
that consumer defense has to adapt and to keep up with techno-

138



logical development. It was precisely this article that provided the
foundation for our Technical Note in the sense that it permitted
us to execute this technical change, the management of port 25.
Even though it might affect a small number of consumers, it was
essential for the creation of a more favorable environment for
all users. Possible damages to users, who would, in fact, not be
harmed at all because they would be able to reverse the situation,
were, to be honest with you, a problem easily offset by the benefits
that blockage of port 25 would offer to consumers in general.
MM: Were the educational and awareness-raising activities carried out
by CT-Spam effective? Were they noticed by the consumer defense
agencies or not?
DD: The only indicator I would have to assess that would be if we
had received some complaints or a comment about our educa-
tional material. There were none. And since our first contact with
CT-Spam, one of the things we stressed hardest and insisted on as
afundamental principle was the need for someone to support our
educational efforts, someone to clarify our doubts, in case some
problem arose, because we had made it clear that, given the broad
scope of our activity, it would be impossible for us to know any
details concerning the specific functioning of the network. And
from the beginning, CT-Spam proved itself available and, I dare to
say, even happy to contribute to a project that was so close tous, in
our DNA: the raising of awareness, the production of educational
materials, and so on. Such material came to our knowledge, and
we sent it to some Procons. Perhaps the most responsive Procon
may well have been Sdo Paulo’s branch, which would certainly
concentrate the largest number of people, of Internet users, may-
be of dedicated, specialized services users, and who might have
faced some kind of problem as well. As far as I know, that was how
it happened and, as I said, the only metric we would have would
be the good faith of consumer complaints. And so, in our point of
view, CT-Spam’s support was a complete success.
MM: The process of port 25 management implementation was consid-
ered long and slow. Can it be said that the involvement of other govern-
ment agencies, such as the Ministry of Justice, ANATEL and, as you
mentioned, others parties, could have postponed the process?
DD: In the final analysis, it is not for us to say. What it looked like
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to us was as follows: in many cases, people speak on the consum-
er’s behalf inappropriately. I noticed that in our meeting with
CT-Spam. In any case, our analysis was that consumers’ specific
problems were purely marginal, and reality clearly showed this.
To date, we have heard of no major complaint or problem that
was not easily remedied. Our actions, I hope, and I will be very
happy ifit proves to be true, were successful in helping exorcize
some witches, some ghosts, who whisper that some consumers
should be protected in away that could prevent the achievement
of major gains for all consumers.

Maybe one of the first actions I witnessed here, at Senacon,
which could exhibit some maturity in the sense of facing prob-
lems notonlyasissues demanding tobe addressed, but as matters
for assessments regarding the benefits they would offer. In this
sense, we are doing nothing more than performing arisk analysis
thatis fully compatible with the Consumer Defense Code (CDC).

CAF: Was the port 25 experiment a violation of net neutrality? How do

you evaluate this issue?
DD: Well, net neutrality is not an absolute value in the sense that
it should serve some ontological purpose. Net neutrality is, in our
view, to privilege the Internet and communications, without pos-
ing any interference to freedom of expression, to the free flow of
information and consent. Because technical management mea-
sures proven to magnify freedom of expression, access to knowl-
edge and free communication, cannot really be characterized as
a way of violating net neutrality, but rather as exceptions to it,
carefullyimplemented and studied: exceptions that reinforce the
character of the core of net neutrality. In this regard, the Marco
Civil is fully consistent with other legal defenses of neutrality
throughout the world — in the sense that it does not mistake neu-
trality as a term to be viewed in absolute terms, leaving aside the
technical management necessary for the entire Internet to do
its work. In sum: the function it was created for, a free and open
means of communication for all participants.

MM: And what about privacy?
DD: Do youmean privacy related to port 25 management? Sena-
con has notidentified any privacy-related problem directlylinked
to the management of port 25. Any problem would be a devel-
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opment occurring in a different spectrum, and Senacon has not
identified any such cases.
CAF: One of the reasons for this project is to understand port 25 man-
agement as a multistakeholder experiment here in Brazil. How do you,
as an invited member of the government, view port 25 as a multistake-
holder initiative? How do you assess the participation of the other actors
in this process?
DD: Personally, I could have arrived at the formula myself, but
institutionally, Senacon had very little experience with multis-
takeholder governance. Nevertheless, as I told Marilia, Senacon
faced it since before I started here, even before I joined the Min-
istry. Senacon first viewed it as an invitation from a public agency
without considering it as having a sophisticated nature, out of a
beliefthat the very agency in charge of its implementation already
contained all divergent poles. Everyone was represented. Then,
within this pot of multistakeholder representation, we attended
our first meeting with CT-Spam, and it became clearly visible that
there was adivergence of opinion that could be channeled through
the positions taken by one or more of us.

We verified that our position in the Technical Note, which was
extremely technical by the normal standards of Senacon, was that
of a Technical Note that, as we saw it — and were happy to see it
thatway — could help orient any possible conclusions by CT-Spam.

In parentheses, I would add that down to the present day, my
speechisregarded as incomprehensible by the staff of some of the
Procons. Itall began on the dayIlectured to 150 Procons and the
consumer defense office on port 25 management. Some repre-
sentatives would not have looked more stunned ifa Martian had
come down to Earth than tolistening to my speech on SMTP and
port 25, consumers’ rights, and so on. But significantly, no one
complained, Procon teams got the gist of my message and still
consider it a satisfactory protocol.

CAF: Considering the consumer who is technically less prepared in these
relations, how do you view the role of Senacon as a mediator in such
technical issues?
DD: Generally speaking, when the consumer relation exhibits such
atechnical complexity, involving decisions on what choice to make,
thebest option to buy, we enter the scene as regulators, to perform
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ourrole as a “substitute consumer.” Thatis, we act as an entity that
will technically translate the terms of the problem bearing in mind
theinterests of the consumer by offering decision-making support.
In this sense, as I said before, port 25 management is a little more
modern once it includes deep-rooted regulatory principles. In the
processof usacting as a “substitute consumer,” we try to anticipate
therisksin asituationin which the consumers themselves wouldn’t
have the technical knowledge to keep up with the learning curve.
Sowhat have we done? We have functioned as a final user, not only
for the sake of the real final user, but also in the coordination of
customer defense agencies, who face the noble task of engaging
with consumers over the counter on a daily basis and who, for this
very reason, find it enormously difficult to do research on themes
as nearly esoteric as this one.
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100 Interview with Jaime Wagner

By telephone, March 11, 2014

Carlos Affonso Pereira de Souza: \What are your recollections about
port 25 management at CT-Spam?
JW: The Regulatory Code of Practice for email Marketing emerged
as a by-product of the work developed by the CGL.br Anti-spam
Committee. During my time on the Steering Committee, CT-Spam
developed two importantactivities: the management of port 25 and
the drafting of an email marketing self-regulation code.
Regarding port 25 management, it is important to emphasize
thatitall began with the so-called hdoneypotsinitiative, developed
by the CERT.br staff. It was the conclusions based on data collected
by honeypots that led to the development of a technical basis for
subsequent activities. To date, these activities concerned eminent-
ly technical issues involving dialogue amongst technical experts.
When I started at CGLbrin 2008, the CERT.br team was ready
to “abandon ship” with respect to port 25. Why was that? It
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seemed clear to me that some of the telephone operators opposed
moving ahead with the project. In the meetings we held, we were
under the impression that the initiative would not move forward.

Then I suggested to Henrique Faulhaber, the CT-Spam coor-
dinator, a strategy of inviting the executives of the telecoms into
the meetings, instead of just inviting technical experts, as well
as trying to attract the industrial associations rather than indi-
vidual companies. The strategy to date had been to maintain an
open dialogue amongst technicians, but the process was bogged
down in arguments such as that port 25 management was going
to take alot of work and, because of that, it would be better not
to goonwithit.

Checkmate was achieved at the moment the corporate executives
began to attend the meetings and tounderstand the issues beyond
theirtechnical aspects. In the end, what Henrique and I decided to
dowasto attend the meetings, where I spoke my mind freely while
Henrique would take amore conciliatory tone. It ended up working.

I used to say that I didn’t want to talk to the technical repre-
sentatives, but to the executives. I said I wanted to talk to people
who would decide, and not to people who were idle in their work.
My argument was: “Are you incapable of seeing that the costs this
will generate for the companies is nothing compared to the loss of
bandwidth the current situation is causing?” In the end, the com-
panies were augmenting their capacity, but some of the bandwidth
was being thrown away. “Just show it to the shareholders” - Iwould
say. As amatter of fact, I am a Telefonica shareholder, for example.
My point was that this work would enable revenue growth.

In addition to this change in debating tactics, we also tried
to bring in representative entities. Here we ran into a problem,
however, namely the degree of representation that the industry
associations found in their representatives to CGLbr. At this point,
telecoms had no direct representative to CGLbr. This seat was
occupied by someone more related to the pay TV market.

Things only began to really move forward when we succeeded
in overcoming the technical barrier and the representative of the
paid TV sector at CGL.br was removed, his seat taken by Eduardo
Levy. When I left CGLbr, as I remember it, Levy embraced the
process and brought it to a satisfactory conclusion. Without him
we would never have achieved our goal.
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At first, Eduardo also showed some resistance, but he later re-
alized that the management of port 25 was the best measure to
take. He saw that the situation, at that time, generated nothing
but “poor savings”. From the companies’ point of view, adhering
to the technicians’ arguments led to “poor savings” ...

There were in fact two obstacles in our talks with telecoms. The
first came from the technicians and the second from the lawyers.
Youknow how lawyers are, right? Always saying we cannot do this
or that. And it was the lawyers who were attending the meetings
and contributing to the impasse. When Levy took charge of the
board, he solved the situation.

‘We had managed to make agood deal of progress, but from the
political point of view, without Levy’s participation, it would have
been complicated, or at least would not have been implemented
with the same speed.

CAF: What about the email marketing self-regulation?
JW: Elaborating the code was the second most important task
that CT-Spam developed during my time at CGL.br, and it involved
mobilizing companies to work for acommon cause.

I always say that there are various kinds of spam. One of them I
call “bandit spam,” the type of spam we were combating with the ort
25 management. The other is a “naive spam,” which dresses itself
up as marketing. It consists of the person who buys a database and
sends e-mails to everyone in the world, with the best of intentions and
with the goal of increasing sales. This is the case with various small
business owners who view this as a cheap form of marketing. The
merchant has alegitimate interest, but he winds up as a spammer.

Inthe final analysis, the naive spammer is shooting himselfin
the foot because the reputation of his company suffers. He winds
up with a positive return of one percent and the rest is negative.
This is the profile of the naive spammer.

What is it we sought to accomplish? We brought in companies
engaged in serious email marketing to discuss a Code of Self-Reg-
ulation. At the time, there were a number of anti-spam bills being
debated in the national congress, some of which proposed making
spamming a crime. CGL.br itself was involved in the debate and
was working on adraft bill that took care of the spam problem by
legislative means. Some of these bills were extremely odd, and
CGLbrwasworking to explain to the congressmen what the tech-
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nical implications of adopting one or another definition would be.
Even so, there was no consensus, because CGI.br had not yet con-
sulted with the community affected by this regulation, which was
the entire body of companies sending this type of communication.
The number of companies making a living from this service was
growing, back in 2008 and 2009. It was a promising sector, one
that might die out at the hands of bad legislation, which would
make life difficult for newborn companies of the type that make
up this market, this generation of youth coming together.

Sowhathappened next? [wasreadingan e-mail addressed to CGIL.
br from someone who criticized our work at CT-Spam. I called him
and his colleaguesin to talk and we were able to come up with a solu-
tion that didn’t require legal enforcement. All it would take would
be aconsensus among all the actors involved in this line of business.

Rather than seeking to define spam, as the bills in Congress
do, we have opted to define what legitimate email marketing is,
and then discard everything that does not match those criteria
and subject it to an eventual anti-spamming law. For one thing,
defining spam is a very difficult and challenging task.

And so we worked on the rules of this self-regulatory code for
about ayear before obtaining the approval of everyone involved.
We were represented in the conversations of user rights groups,
mail forwarders, providers, even the Association of Brazilian In-
ternet Providers - Abranet. When we got to the point of writing
down the code, we saw that much more than a mere code was
needed, because the code had to be effective.

Ifthe code were not effective, it would be dead-letter law, with
no agency to promote it. To succeed, self-regulation needs to be
monitored, and prove that itis working. We created a new agency
along the lines of the National Council of Advertisement Self-Reg-
ulation - Conar (Conselho Nacional de Autorregulamentacéo
Publicitaria), which took its name from the Code itself. This was
the origin of the Regulating Code of Practice for email Marketing
- Capem (Cddigo de Autorregulamentacfo do e-mail Marketing),
whose by-laws contained a series of rules that effectively drove
the application of the Code.

Capem was a simpler version of Conar, with fewer layers of ap-
peals and an automated process that distributed the cases and
supported the judge’s ruling. We worked on this for one more year,
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and when I left CGIL.br, the organization was already in place. Be-
cause I was not re-elected, I wound up backing away from the
project knowing that it was not mine to develop, but belonged to
whoever represented the sectorin CGI.br.

When I left, the major question was how the entity would be
financed and maintained. At that point, we had a code of con-
ductand alegal identity. My idea at that point was to organize the
mess stemming from the spam debate; I even created a Brazilian
blacklist whose process was more closely regulated than other
blacklists around the world. As you know, these private blacklists
have technical criteria for including a name or address, but the
removal of aname from the list is an eminently political matter:
it’s a matter of who knows who can be called on to remove the
name from the list, as though you were working in anotary office.

Around this time, I wrote an article about the various types of
spam, and this helped us in our work and in our efforts to define
exactly what professional email marketing was. A major commu-
nication group, for example, took part in Capem meetings and
based on our discussions refrained from selling its database. It
thenbegan proposing that it could send its messages toits clients,
but would not sell the database as a whole.

These were some of the interesting effects of what CT-Spam was
doing, as I observed from my point of view as a CGL.br member.
Most interesting of all was the port 25 management process and
email marketing self-regulation.
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110 Interview with Marcelo Fernandes

Via telephone, February 1, 2014

Carlos Affonso Pereira de Souza: Could you describe how youbecame
involved in the port 25 management project?

MF: In 2005 Henrique Falhauber, Klaus Steding-Jessen and I at-
tended an Organisation for Economic Co-operation and Devel-
opment - OCDE meeting in Geneva that dealt with the problem of
spam. We were representing CGLbr and our mission was to present
Brazil’s position on combating spam. When we arrived, we were
approached by arepresentative of SpamHauss who told us he would
“love to kill the Brazilians, and especially you, who are producing
all this trash on the Internet.” In the course of our conversation it
became clear that spam was more than just a national problem for
Brazil, but also affected other nations and parties, who were feeling
the effects of messages originating from Brazil. Oddly, in the same
meeting, we noticed that even though we were inside OCDE and
connected to an official network, we were unable to send e-mails.
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Klaus quickly discovered that the reason for this was that they were
using port 587 to send mail, so that we could not send messages with
our current configuration. This trivial incident had the effect of
awakening our desire to advance the debate on spam in Brazil and
increase the involvement of CGLbr in this area. The first step we
took was to create the Anti-Spam Task Force (CT-Spam).

Atfirst, however, no one wanted to stick their hand in this wasp’s
nest. It took a lot of convincing and research to understand what
would be the best measure to adopt and then organize the activities
needed to reverse the situation of Brazilian machines as slaves to
mass spammers. It was adebate in which it took us five or six years
before positive results could be felt, enabling us to reach the level
attained some time ago by the U.S. and Europe, in which residential
connections were no longer allowed to send e-mails via port 25.

The focus of activity at the outset was to identify what was really
going on: were we serving as “mules” or were we simply serving
as a launch point for spam e-mails? It was at this point that the
port 25 management project began to take shape.

My role in this story begins with the meeting in Geneva and
with my attendance as an aide to the CERT.br team in an initia-
tive that, in my opinion, has been one of the most victorious ex-
amples of network management in Brazil: the SpamPots project.
This project played a crucial role in that it showed clearly that the
measures being taken for fighting spam were not as effective as
we would like them to be, and it pointed us in a different direction
leading us to the issue of port 25 management. The SpamPots
initiative led to academic studies on the impact of this research
and howimportant it was for us to see what had tobe done. It was
clear that if we did not involve ourselves immediately in the port
25 management with support from operators, we would be fried.
Google was already using port 587 and Brazil was not.

Atthis stage my contribution was to gather data to identify our
problem, indicate routes that could be taken, and based on these
activities, implement the application selected, in this case, port
25 management. It was at that point that meetings with the oper-
ators, conversations with the Ministry of Justice and the Procons,
and the confusion you already know about, all began.

CAF: Were you at the meetings that took place after the decision to
implement port 257
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MF: It was only in the first two or three meetings with third par-
ties that we acted as agents of port 25 management implemen-
tation, because at this point I was dedicating myself more to the
SpamPots. Negotiating with the operators was assigned to Hen-
rique Faulhaber, and soon after Jaime Wagner joined the debate
over the proposed self-regulatory body for e-mail marketing,.
CAF: Could you describe in a bit more detail how this SpamPots project
came about?
MF: When we got back from Geneva, we were all preoccupied
with these allegations against Brazil, such as the conversation
we had with the guy from SpamHauss, along with this confusion
over blacklists and graylists and the like. This had to end. To ac-
complish this, however, you had to understand who was sending
such spam, where from and where to. We had a few ideas, some
clues, but I can honestly say that at that point we were still in a
speculative phase,lacking as we did hard data that would support
our suspicions that Brazilian machines were being abused by ma-
chines sending messages whose final destination was not Brazil.
In a conversation with the folks at CERT.br, we came to the
conclusion that the time had come to prove that the impression
the world was forming about Brazil was unfounded and untrue.
Next, we developed a prototype server and installed instances of
it on various network endpoints in Brazil, including both corpo-
rate and residential connections. Next, we sat down to listen. This
service announced itself on the network as a server with all of its
logical ports open towhomever came along. We very rapidlybegan
to see, from the very first day, that these servers began receiving
traffic on their ports, in a test to see which of them were working.
The software we had developed had a peculiarity, however: it told
potential spammers that their message was being delivered in the
normal way, but this was not true. And so, based on this confirma-
tion issued to the party seeking to exploit the server, we began to
see heavyvolume. In two or three months we had to upgrade our
storage, so vast was the volume of data involved. The volume was
so absurd that even though it consisted of plain text, it overflowed
our storage capacity.
And so the question that remained for us in evaluating this test
was: How do we show this to the world? It was then that we con-
tracted ateam of data mining experts from the Federal Universi-
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ty of Minas Gerais, based on our contacts with Rogério Santana.
CERT.br prepared alist of everything we wanted to know about
these e-mails: “Where did they come from?”, “What was their lan-
guage?”, “Who was sending them?” We selected all these topics,
and others, such as whether they were “phishing,” and then data
mining commenced. We downloaded terabytes upon terabytes
showing that the Brazilian network, because it was open to port
25, was attractive to the global network of spammers. Spammers
were talented at avoiding obstacles to the sending of its messages.
The Brazilian net was a perfect foil: its users were not accustomed
to security updates and upgrades, antivirus was not in general
use, and reasonably sufficient bandwidth was available to these
endpoints. But all of this blew up as a result of our intense explo-
ration of the national network. The spampots showed this clearly.
CAF: And how did you communicate this finding?
MF: I think my first presentation on the topic showed how we
were suffering attacks from users located outside Brazil and that
the management of port 25 could be the solution; this was pre-
sented to OCDE. It was interesting to see how this discovery by
Brazil ended up generating interest from other countries. Klaus,
for example, went to Qatar and installed spam pots there. Other
countries that were learning from us had exactly the same prob-
lem and were being abused by the same networks of spammers.
We then began to design astrategy based on this information. Our
work received international exposure and we wound up signing
adozen agreements or so with other countries and telecom cor-
porations for use of the technology. It was interesting to see that
some of these parties were precisely the same that had accused
Brazil of being one of the major sources of spam, worldwide.
With the initiatives taken following our presentation, involving
government and other agents, along with civil society, the Procons
and the diverse actors of the private sector, the result was that Bra-
zil was removed from the blacklists of countries sending out the
most spam. We fell ten or fifteen places because we had begun to
make the lives of spammers more difficult. Some of the data from
the spam-bots are public and can be consulted by anyone. Today,
we no longer have any sensors deployed, but UFMG deserves the
laurels forits close collaboration with CGL.br asawhole. Iamvery
proud of that initiative.
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CAF: Do yourecall any resistance to the port 25 management initiative?
MF: The decision that it would be the best path to take had already
been made. Telecoms put up some resistance in that they didn’t
want to implement it right away, because they feared lawsuits
from consumers alleging that their contracts had been violated.
This debate would hold the project back five years. ANATEL, al-
though it supported the initiative, wound up not issuing aregula-
tion because it viewed this as an Internet-related matter and had
nothing to dowith the telecoms. Lookingback, itis clear that this
was one of the most complex problems, in terms of the coordina-
tion of multiple parties that CGL.br had ever undertaken.

CAF: What lessons can you derive from this project?

MF: We can learn a number of lessons from the port 25 manage-
ment initiative. The first is to understand that once a problem is
detected, it is more important to produce data that may show you
thebestway to proceed: time is too important to waste speculating
or referring to the international indices. With the results we now
have, it can nolonger be said that Brazil is a country that floods the
world with spam. Secondly, itisimportant to determine as quickly
as possible what the responsibilities of team members will be, and
who will take charge of them. You have to abandon a scenario full
of glamour and romance in order to understand that only educa-
tion could resolve the issue. The user will understand, but only if
those who manage a critical publicresource assume their respective
duties within the framework of the project. Third, I believe that
carrying outinternal planning makes all the difference, with goals
and objectives, takinginto account that, as vital as the initiative is,
it will not last forever. That is why we cannot sit idly by waiting for
something to happen. And finally, the time it took to implement
the management of port 25 was not exactly what was hoped for
and expected, if only because, as you have heard from the other
respondents, facilitating collaboration amongst all parties, with
their specific interests, is far from a simple task.
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